Operational Risk Management in Investment Portfolio Operations

Investment Operations”i Large-Value Transactions @C{laﬂ Operational Failuresci BHH cul? sl 8.

Dealing, Settlement, Valuation, Accounting, Reconciliation ol Monitorinng alol0Wl Controlsal Sl?@ Financial Loss;

Regulatory Penalties; Audit Observations; Reputational Damage A& a3 V.

1. Investment Policy Risk

Board gl2L AU 3ld Approved Investment Policy (Qotl Investment Activities $2cllHl A Al Operational Risk
Gle| awa 8. Boarddl Policys} Annual Review $3¢ Wl WLAZl $cl ¥ Investment Decisions Approved Limitsoll
UER; Regulatory Requirements H%¢ 8.

2. Unauthorized Investment Risk

102 Approval &l Delegated Powersa{l 018l Investment UL A5 B. W% Approval Authorities *U¥ A otssl
$Rcll; dAHIH Transactionse] Management U Auditors IRl Periodic Review $d.

3. Investment Classifications] Risk

Investmentsal HTM, AFS 32 cll HFT Categoriesl-ll wldl dla Classify sl Incorrect Valuation; Incorrect Financial
Reporting U Ay 8. Acquisition UHA Classification Verify $c[l Aol RBI Guidelines U Complianceci Periodic
Review 8.

4. Valuationad] Risk

Securitiese{l Incorrect Valuation®ll Profits cltll? A&l BN £S5 3; Investment Values VL&l €205 2. o3

Market Prices; Yield Calculations; Mark-to-Market Valuations ol Independent Verification Prescribed Intervals UR
$d.
5. Investment Limito] Risk

Prudential A&l Board-approved Limits2l ay Investments sl Concentration Risk; Compliance Risk

@Gj ass Ak B. Issuer-wise, Category-wise ol Exposure LimitSOj Periodic Monitoring 82@ ol Exceptionsa. dRc
Report $2cll.

6. Credit Rating Monitoringa] Risk

Issuerso{l Rating Migraﬁoan Monitoring ol Al l Bank deteriorating Investments Al AHA Qj,tﬂ Hold 53 a3
0. Ratingscj Quarterly ¥{&Lcll Half-Yearly Review 5cll WA Adverse Changes Al R Corrective Measures Qcll.

7. Settlements] Risk

Securities W&l Funds Settlement Date UR Deliver ol &L cll Operational Failure 4&S A% B. dAHIH Transactions
A Completion %jiﬂ Monitor $¢cll WA Settlement Failurese] Rl Investigation $2dj.




8.SGL / CSGL Reconciliatioan Risk
Bank Records 3ol SGL/CSGL Balances 1R Difference 5[& Al Accounting Errors; Unauthorized Transactions

dl$ AW w1l 25 B. Monthly Reconciliation SQC:i WA Internal Auditors A2l Audit Committee gl2L Aol Review
scll.

9. Deal Slip ol Documentations] Risk

Incomplete ;&AL Incorrect Deal SIipsgﬂ Audit Trail ototofl LLE; Settlement Disputes AU %, E8 Deal Slip Serially
Numbered; Complete Transaction Details el @Cﬂ e,

10. Back Office Controls] Risk

Back Office OperationsHl Weaknessal SR@,l Incorrect Accounting; Delayed Settlement; Reporting Failures 45 A
8. Back Office Personnel 6l sl AL I Transactionsell Independent Verification YA 4.

11. Segregation of Dutiesa] Risk

ol As % cAls Dealing; Settlement; Accounting; Reconciliation tl % Functions 52 cll Fraudcj Risk olltl UL
A adll sl 8. 2l Front Office, Mid Office ¥l Back Office Activities L2 %'le\Qi Segregation QLU{Qi.

12. Broker H'.Oimd Risk

51¢S WS Broker UR Excessive Dependence AUl Approved Broker Limits $2cll clYy Transactions sl
Operational Risk; Compliance Risk adl o3 8. Approved Broker o{| Panel stanclc(l Aol Broker-wise Exposurer
Qad Monitoring 8?@.

13. Counterparty Risk Monitoring

Regulatory & cl Internal Standards LLQ‘[ ol $cll Counterparties UL Transactions $2 <Ll Settlement Problems;
Operational Problems U& A% V. Counterparty Exposurescj Periodic Review SQCj ol Approved Counterpartiescj
Continuous Monitoring 53¢ %15,

14. Reconciliationa] Risk

Investment Records, Fund Accounts Wal Settlement RecordSOj Reconciliation o1 Al cll Errors; Fraud tRllel UR all
uLa. Transactionsej Daily Reconciliation Aol Investment Holdingsej Periodic Reconciliation $3¢] LHGENE

15. Accountings] Risk

Purchases, Sales, Premiums, Discounts, Amortization 3{&lcll Depreciationcj Incorrect Accounting Treatment Financial

Statementsal Distort 53| 2% ®. Accounting Entrieso{l Independent Checking; Periodic Audit Review sl AU

16 Regulatory ComplianceOi Risk




RBI, SEBI, Exchange ¥{2cl FIMMDA RequirementSOj Non-Compliance il Penalties; Supervisory Concerns GGl
aes Ad V. Regular Compliance Reviews 5[l WA Deficiencies?t ARl Correct <[l &S,

17. Information Technologye] Risk

o{lAel cllet A SL?@ Operational Disruption &S A% B System Failures; Inadequate Security Controls; Trading
ol Accounting Systems R Poor Integration. ol YR IT Controls; Backups; Disaster Recovery Arrangements
atnclell ESA.

18. Frauds] Risk

Investment Operationsl-ll Large-Value Transactions QC{l?ﬂ Unauthorized Dealing; Manipulation of Records; Fictitious
Transactions; Broker Collusion HE2 dsl Gell ags ad . aadl Strong Internal Controls; Maker—Checker Systems;
Independent Audits Al °K3ﬂ 9.

19. Physical Custodin Risk

g s\¢S Securities &% Physical FormHi &2l Loss; Theft; Unauthorized Movement U A% B, Ll securities
Joint Custody‘-ll QLU{Cﬂ; Independent Officials &l Periodically surprise Verify gL,

20. Reportinng Risk

Management, Auditors W alcll Regulatorsa Delayed A& dl Inaccurate Reporting el Emerging Risks §91{li'5 A%
0. Regular Investment Reports; Exception Reports; Large Transaction Reports Senior Management ol Board gl

Review $2cll AUclct %33 B.
21. Audite] Risk

Effective Audit Coverage ol A Operational Weaknesses AlGL AHA thﬂ Undetected ?5[ a3 B. Treasury ol
Investment Functionse\ Concurrent Audit; Internal Audit; Periodic Board Review 5601 AuLall Wl °&3ﬂ 0.

Management Ul Auditors R Monitoring Instructions

Managementa Structured Review Process 4l3l Investment Operationscj Monitoring 82@.

Daily Monitoringl-li. Large Transactions; Settlement Failures; SGL Bouncing Incidents; Broker-wise Dealings; Limit

Breaches oll AHLAl 2.

Monthly ReviewHl Portfolio Composition; Valuation; Reconciliations; Investment Policy Compliance UR tllet

ulud.
Quarterly ReviewHl Rating Migration; Concentration Risks; Non-Performing Investments; Prudential NormSOj ULCel
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Internal Auditors3 Verify SQCi: Securitiesoll Ownership; Delegated PowerSOj Compliance; Valuation Practices;
Accounting Entries; Reconciliation Procedures. Significant Exceptionsa. Audit Committee 3ol Board ¥H& Corrective
Action Hl& Report $2cll.

Investment OperationsHl Operational Failures2l GLel &Ucll Hlustrative Frauds
GELSWI3U Frauds

1. Unauthorized Investment Transactions

Competent Authoritiesa{l 1-.L°¢{é1 (Asll Investment Transactions $2d.

2. Fictitious Investment Deals

Deal Slips {2 dl Settlement RecordsHl Manipulation 53l W2l Investment Deals ELHUE Scll.

3. Broker Collusion Frauds

Y edlell Brokers Hl?,%a Unfavourable Prices UR Transactions $2dl.

4. Manipulation of Valuation

Profits ALtll? €2llclall AU Losses gulclell ValuationHl Manipulation $2d.

5. Suppression of Depreciation Provisions

AFS A&l HFT PortfoliosHl %351 Depreciation Provisions ol galadl.
6. SGL Frauds 3o Reconciliation Failures
Securitiese{l Unrecorded Shortages Glell aat Al sGL Fraud M &cll Reconciliation Failures.

7. Misclassification of Investments

Mark-to-Market Loss 2l0Lcll Investmentsal HTM, AFS ol HFT Categories A Widl {la Classify sl

8. Back-Office Manipulation

Settlement A&l Accounting RecordsHl %512 sl

9. Unauthorized Sale of Securities

J\k| Approval (Aot securities QL.

10. Concealment of Rating Downgrades
Rating Downgrade Qulcﬂa Investment Qualityl-{l 2AC Deteriorationsll Recognitionl-ll Qe s
Guiding Principle
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Investment OperationsHl Operational Risk RENE|| l-lécC{LLQi Safeguard 0:

Independent Dealing + Independent Settlement + Independent Accounting + Independent Reconciliation +
Independent Monitoring + Independent Audit

‘U{Slclr[ Investment Operationsell Hu=_l Functions A so{lesdl Independent ?5 A Ald °&3ﬂ B. 22U Wl

Functions <l Overlap a2l 3L Controls o160l ud R Operational Loss ol FraudOj Risk olltlulal 3ld
atll «a 8.




