Cyber Security Framework for UCBs-A Graded Approach

Level lll — Basic Controls

L (Aol UCB Level 11 Hi YA 53 8, 1 RBI of tallol HI2 Y8l (Security) UR ol8l URq A6k RBAa
(Cyber Resilience) la Proactive Defence U? .

Level lll - 1. Network Management and Security

1.1 Unusual Activity Detection- Put in place mechanism to detect and remedy any unusual activities in systems,
servers, network devices and endpoints.

RBI Requirement

o3 Al caczul UNA sl ASA 3 B RQeH, AdR, A2ds GUsWU A Endpoints UR Al A:HLAU
(Unusual) Ug@allal 0Ll 23 wal dRcl o sticudl 53l ad.

Asul Al 250l Sl ASA ¥ B SlFURL WA HIA AUl ASRUE Yg@a dRct ol b,

Ul YgRAHL WA S 23: HURAA Login, &R SISAL Copy Ucll, A5 % User 4l MUAHIe2L Transaction,
Server oll CPU Ulols 100% UL %<l (100% CPU > CPU AYQL atHclell st 531 2] B.), Means DDoS Attack
Cryptomining Malware, Ransomware, ML |IP Address el Login

RBI 2L 2L 12 5& B?

AURAAR gHA As o &Q Al Al A udctl ugll 2isirue YgmA U 8. %l A UHAUR AU AL
Hl2l gHAl westdl astal
UCB Example

WS Branch all User €A% AclR 10 Yl Ui%B 6 clloaul Yl Login 53 8. As [Ra AA 2:30 clloA Login Al B,
System Rl Alert AU, IT Team U §2. WoIR US ¥ Password ARIE A ecll. HAL u28| 2.

"AAGR gHAL A3 Al A UBEL Aol AR Bullal Al B, offdeudll ds gHA Ul Ul o1gl, U §HEALs
ABA ullcll % stiaugl s2 B

"Cyber Security Hl Monitoring 2@ CCTV Bl clclzeul B."

1.2 Firewall Rules

Firewall rules shall be defined to block unidentified outbound connections, reverse TCP shells and other potential
backdoor connections.

RBI Requirement
Firewall A</l 3lA Configure SQCj % Unidentified Outbound Connections i) Reverse TCP Shell ii) Backdoor

Connections Block &8 %124 Firewall {1 (&R Alalcdl gHAR AF Aeq Yrd el %l 51& Malware BER
el a2, Al QA (8lR Hacker UL AUS of 531 a¥, Aoll UQL ARl Slcll RSN,




RBI L 2l HI2 53 B?

YR Malware (elRell Hacker AU AU s3lal Data AR 539, Command Q 59, Ransomware Download §2 €9,
Firewall 2 o1t w2sla.

Reverse TCP Shell 2 8? UHlo2 IA User-> Server>UA 1St 8. UGl Reverse TCP Shell Hi Infected
Computer> Hacker > Ul %Sl 8. A Hacker ¥€2 66l &l AH Computer Al ak.

UCB Example

3§ Branch Computer Ui Malware U<l 2120 Malware Hacker oll Server 418 \SLclloll Yol 52 B.Firewall Rule
Aal Block 531 & ®. Data Leak W25l 2l 8.

"Firewall HI2L €<%l 6l 5 ol&ll; A ER WAL ARA KslRell AMYLER A cld UBL sl & otell."

2. Secure Configuration
2.1 Remote Connection Disable

Disable remote connections from outside machines to the network hosting critical payment infrastructure (Ex:
RTGS/NEFT, ATM Switch, SWIFT Interface). Disable Remote Desktop Protocol (RDP) on all critical systems.

RBI Requirement: RTGS, NEFT, ATM Switch, SWIFT Interface, Rl critical Systems He Hél?aﬂ Remote Connection
ol ?lU{Cj. ol Remote Desktop Protocol (RDP) Disable 8?@.

Critical Payment Systems UR Internet alRl Remote Login scllo(l J-if?('ﬂ ol Sl g\eSA.

RBI AL 2l MI2 & 8? «QU Ransomware Attack, Remote Desktop glRL 22Ul B. %1 RDP V¢ Slal l Hacker A1l
Server Hi Login $cllell YAl $3.

UCB Example

IT Vendor 4R Gl6l RDP glL CBS Server Hi Login 52 8. %l Password Leak &l l Hacker URL Login 53| 2¥.RBI 58
8. RDP Disable 2AWl.

nog gcll%lell UL % Udl el A veell U AvLcll? RDP URL A % Ecllel B."

2.2 IP Table Restriction: Enable IP table to restrict access to the clients and servers in SWIFT and ATM Switch
environment only to authorised systems.

RBI Requirement

SWIFT el ATM Switch Hi HI2 Authorised Systems % ofsLes k. g5t 3—i°(€ UACL Computer ol Server
SWIFT el ATM Switch Jtll USAL 2d.ollost 51¢5 Computer ol YAl ot HAL

UCB Example

CBS Room Hi 20 Computers 8. YR ATM Switch %j‘:ﬂ HI2L 2 Computers % %€ 5.
"ot 6Bl YAQl ot MU Critical Systems ¥l 1A WL Computer & USA"
2.3 Software Integrity: Ensure the software integrity of the ATM Switch/SWIFT related applications.
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RBI Requirement: ATM Switch 3ol SWIFT Software Hi 51¢5 Aat@lsc 32512 & olll Aoll vl 52l

Software WA S1SA Asi sl o2l Aol (AaMct AW sl RBIU A HIZ 58 B? Malware Ul ctwtd
Original Software Ml 32812 82 B. A welRl Tulld otell. ugl vieel Data AR 3.

"ULY Software URL % SR Asi 53l wecll €ly Sla Al A Al W AmH olell 23 B

2.4 Disable PowerShell: Disable PowerShell in servers where not required and disable PowerShell in Desktop
systems.

RBI Requirement %2ll %32 ol &lal U PowerShell Disable $2d. PowerShell § 8?2 PowerShell Windows o A
allsctauofl Administration Tool 8. System Admin dell GUIL 5 . URL Hackers UL Aol GUNL 52 B.

RBI AL 2L ML 85 8? YRl Malware PowerShell gl2L Virus Download 53 €9, Command ACULA @, Data A3 52 B,
UlHLeRL User Mouse UL sLH 52 8. BH 3:Folder Uﬂc'tcn, File Copy SQCﬂ, Printer Install 8?@, Ll?(j System
Administrator PowerShell Hi {12l ;8 Command Gu{la:

e 500 Computers U Software Install 531 2%, oLl Users oll Password Reset $3| 2L%. Windows Update
Actlcll 23. Server Restart 831 23, Backup 23 831 215, We@ PowerShell A T Administrator H12 U
GuAL( Aluat B,

PowerShell ol U0l Sl Ul &?

e Windows Server Management
e Active Directory Management

e User Account O{dqu

e Password Reset

e Software Installation

e Patch Management

e Backup

e Office 365 / Microsoft 365 Administration
e Azure Cloud Management

RBI UL 2l HI2 5& & & "»2Ul %32 ol 8l Ul PowerShell Disable $1"?
5201 ¥ % PowerShell Administrator #l& U0l B, A % Hacker HI2 UL Wol aAGAuGll sl well 2k B.
Rl Cyber Attack Ml Hacker PowerShell oll GU200L $3la\:

e Virus Download $2 9.

e Malware Install 2 8.

e Ransomware ULA 8.




e Data A3l 52 B.
o oflst Computers U gHGﬂ BC'tLa 0.
"% Ultlel Administrator HI2 GUA(l B, A % Hacker HIZ UL s[Q2A1R olo{l 23 B."

2.5 Restrict Default Shares (IPC$)

RBI Requirement- Default Windows Shares %M ¥ IPC$, ADMINS, C$, A3\ Restrict sc(l.

IPC$ 9] B?

Windows Hl ?é(ji A§ Hidden Administrative Share. A Computer A2 Communication H(S Gu2oll ®. U
Hackers URlL doll GUAdL 52 8.

RBI 3L 2l HI2 58 B?

Rl Malware IPCS glRL S Computer Hi&ll ollost Computer L ¥ctlL ®.

A Branch oll Computer Virus &l Infected &AL IPCS vyed alattell virus ollost 25 Computers Hi uQL UL oA
%\ IPC$ Restrict $°¢] 8lct cl Virus Ul % w25l . "Virus EURL o8l uRll cdutd Windows oll Hidden
AL vieR wA B. IPCs Al % AS Hidden Rl B."

Level Il oll 3yl &3l

"Level | BUURQLA YABc tlolld B. Level Il HUURLA U0\ Kol B. U Level Il 2UURLA oj(euoll olettd 8,
i ol Mo gHaldl sl o], uRd gHetott WREls A3 Manlla uHAHR yldue ugL wd B

Level Il - Application Security Life Cycle (ASLC) oll &l 25@AsA wa Al Hecctygl [Qewol B. RBIweEl HLaL
Software Development @A otell 8@(‘[1, uéq "Secure Software Development" ol "Security by Design" il Rl
gAB2Uld slatld B.

Application Security Life Cycle (ASLC)

ASLC 9] B?

ASLC (Application Security Life Cycle) e Q%SQQL Software el Application cj Y{2A\%, @8[%{, Llﬂ&lQL,
WHALS0L AR ARl — 4L AHIHL AetssiHl A3 o YReua (Security) AR s

"Software dalR &l ULl AHl Security GRRellell o8], U2 Software olatlcicllell UUM clttsetell % Security
a3 Ul AU

3.1 Source Code Audit
RBI Requirement

HécC{ILQi (Critical) Applications Hl2 UCB A

o Professional Experts 621 Source Code Audit $2Lcld]




Al

e Software Vendor/OEM YA widdl anaddl ¥ software Hi S¢S Malware, Backdoor & cll Fraudulent
Code ot3l.

olsell CBS, Mobile Banking, Internet Banking 1 &cll ATM Switch %l HécCULch Software oll HUl Program (Source
Code) YA B ¥ o18l Aoll dw sAadl.

Source Code 9 8?

Source Code A2QA Software ¢leilclcll HOl Program. R 5185 Hslololl ols2l éTc‘l @, WH Software oll Source Code
aa .

Source Code Audit ¥ 8?

(LAl Source Code cliA B A AWA B ¥ AM:
v Backdoor o1&l

V Hidden Password o1&l

v Malware ot&ll

Vv Fraud $cll HI2 $1&5 Secret Code at&ll

v Coding Errors ol

RBI L 2l M2 88 B?

SURS Software GERYL GRIGIR AL Sl B, UGl el AMi Trojan, Backdoor, Malicious Code WA &\&S
3. Source Code Audit L WM 2L s12 B.

"€ Bulld Software 12U YA&ld 8lat A %33 «12ll. software oll ULA AU Aell Source Code Hi
puAdl s 8.

"Source Code Audit ¥ Software o] X-Ray 8."

3.2 Security Requirements from Beginning

RBI Requirement Software olollelcdl cud HIL Business Requirements oté[,u?q o{lAe{l Security Requirements
UL 23ulctedl % otssl sl

aui Qj LA ? Access Control, Authentication, Transaction Authorization, Data Integrity, Audit Logs, Session
Management, Security Event Tracking, Exception Handling

Software tlollclcl awa 3Ll o oissl 54 A,

slQL Login $9? S\QL Transaction $2A? 513l Approval AUUA? 51QL Log WS ASA? ¢ AL A 9 $d?




Hu2l Security Requirements- Access Control-20%2L c2l(sclal % 202U Access.

Authentication-User 1A 8 Aol wid3l.

Transaction Authorization-H\2l Transaction Hl2 Approval. Data Integrity- Data Hi Sl Ast o AL
Session Management: User GLLGL 1ML Qj%ﬂ (A 8laA A Automatic Logout.

Audit Trail- 18 9] 537 sU? 52]? Asll Record.

Exception Handling: Software Error A clSensitive Information 61812 ol %12L.

"Software Ml 514 5 8ld Yd otell; A YA A sid s &ld Ay Heccle] B."

3.3 Defence in Depth

RBI Requirement: Software Development g£A2Ulel Defence in Depth MLLO'lLCLCj.
Defence in Depth ¢ 8?
NE Security Control @580'1 2l cl Oﬂ‘fg’ Control, 9[1?9’ Control, QR% Control, QHGﬂ uesla.

GElé?Ql Internet Banking, Password, OTP, Transaction Password, Risk Monitoring, Fraud Detection Wl O{E:i Layered
Security ®.

RBI AL 2L HI2 5 B? AS Password Leak UL 12 Al OTP LLULA. OTP Leak Ul cll Fraud Detection ¢LULA.

Defence in Depth.

"As Al UR (Qau of s AlsHL UQL AU Cyber Security Hi URL Aals dlal Slall A"

3.4 Adoption of New Technology

RBI Requirement: atc{l Technology R % Al, Cloud, API Banking, UPI, Open Banking, Blockchain, >{Uellccll uaal
doll Cyber Risks of HEUSol 4.

olcll Technology U3l 8l W@ dRel % doll GUAIL A3 ot 5L USAL AUR: v YR B?  Risks Y B?
v IT Team al el WaiHA 8? olcll Technology AU olcll Vulnerabilities uet A B

"o{c{l Technology 35Ul AUailelcll WL cllcd B, U AH>AUL ddR BUsitalcll Hul ]."
"Technology USGL LA ¥ Security? RBI oll cllol & — ool ALA."

Auditor 9 dula?

IS Auditor A Mo A Y

v Source Code Audit Report 8?

v Vendor 01 Security Assurance 8?




v Secure SDLC Policy 8?

v Access Control Design Document ?

v Threat Modelling 4] &?

Vv Secure Coding Guidelines ®?

v New Technology Risk Assessment ?

v Penetration Testing &S| Software Live AY?
Level Il ASLC oll IR

Business Requirement, Security Requirement, Secure Coding Source Code Audit Security Testing Risk
Assessment Production Deployment Continuous Monitoring

Directors 3ol CEOs HI2 As M A2oll A2l

nylogoll AMAHL Asell Al WL AU Mol Core Banking System otell, U2d Ao YA& Software B. %l
Software ofl (SR38e1ML YReall ot dlal Al Ugdl 32cl URL Firewall, Antivirus % SOC UL, WM AYRUd €2
ad oel. A&l RBI Level 1Nl M1 GR I-LQ 83 Security ¥id GAR ctell dq o l; Security cll Software ol yaunu
Alsatell o 23 Ul A"

User Access Control oll &l Hécqlchl QUL 8. ulyall Hl2leolell Cyber Frauds Weak Access Control il SR@.
Ul 8, Hacking oll $1R8L ot&l. RBI A HIA Password UR o1&l URd Identity & Access Management (IAM) UR
™R 43 B.

4. User Access Control

4.1 RBI Requirement

Critical Applications, Operating Systems, Databases, Network Devices ol Security Systems R Identity & Access
Management (IAM) 612l Centralised Authentication 2ol Authorisation System ¥MAHL Hscll. AUl Strong
Password Policy, Two-factor/Multi-factor Authentication (2FA/MFA), Least Privilege Principle U Separation of
Duties oll UM $cll.

1 AUl A Heeyel ITRR2ML (CBS, ATM Switch, Database, Firewall, Server cldR) HI2 Al 3lcat
(Centralised) cacizell &<l A 3

o 50l Login 531 20%?
o sl g A AuF?
o 50 Y 38R 53 A¥?




o 50 Approval 2l 21%?
UL oy As o YA catcRal gkl PR alat.
Identity & Access Management (IAM) %j 8?
IAM A2 Q: "2l cA(5ela, 2021 YHA, Aot R UMY, 1oL w(As1R WA waal vucle(l cadal"

IAM UR Yslloll scllol WA B: N 518l B2 (Identity) dAMIZL vlowt WA B2 (Authentication) dHal 9 s:cllell
U3l B? (Authorization) dR ¢ $2J? (Audit Trail)

RBI 2L 2L M2 58 B2 % €35 R2H HIE AUAIL User ID 3ol Password 82, cll:

e Password Management H%%C't olal, AL s3] 613 Uedl Access ol sRcllo] 8| 2l Audit $q
Y3 olal. Al RBI 53 B: As R caucal (1AM) dlailcl.

Authentication 2@ 9?

Authentication W2Q: "User WRAWR d % c(5cl B ¥ ot&l doll widil"
Authorization ¥2@ 9j?

Authorization W2 Q: "Login Y2ll udl user {L 53l %l?s?"@&lé?Ql:Cashier:\/ Cash Entry

Strong Password Policy

e GG Password

e Complex Password

o [QaRd oedal
e Default Password c'lé]:
e Password Share Oiél' 52l

Multi-Factor Authentication (MFA)

A Password R?c'u o9l Password, OTP, Biometric

Privileged Access %l 8? Privileged Access AeA Administrator, Database Admin, Network Admin, CBS Super User, ¥l
User WA ol w0512 lal 8. Auoll (AAM 2wl %33 8. L Cyber Security oll Golden Rule 8. Aol w4l

el %32 lal Aecl ¥ A(Asl wudl."

Separation of Duties (SOD)
As o A WA AYLL Al ot 8l ASA.

GelsML
A5 % A5 Loan 6lolld Aal Loan Approve 4Bl 52 cll Fraud oll WM cfl.
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RBI AL AL HI2 58 B? YU Fraud 6llRell Hacker 5l ¥ig il sHURRA gl U2 B. Separation of Duties
A uesla 8.
Auditor 9 dlUla?

v User Matrix

v Role Based Access
v Privileged User List
v Password Policy

v MFA Enabled?

v Dormant IDs

v Employee Exit Ugdl Access 6lt?

v Access Review &l 8?

"dlse(l ALl £35a UL AslcAl otell. Al o A cBs o{l Al ULl €25 user o UL AstAl otell.”
"Cyber Security Hl Qa1 52l [AaloQl dy Hecle] B."

"Least Privilege W2@A $HALlA slH scll B2l % (A1 U, AR o8l"

4.2 Active Directory / Endpoint Management

RBI Requirement: Active Directory & cl Endpoint Management System @l Centralised Policies WUHAUL I-LSCQ.
o USB External Hard Disk Pen Drive CD/DVD %H Removable Media ol Whitelist Blacklist 4Ll Restrict S?Ci.
AsUL MM Computers HI2 WS So [R2inal 8lg . 520 USB ULAA? 520 o18l? 585 Website WAHA?

¢ otel? 3] Software Install %9\? $3] atgl? olY] Active Directory 4&cll Endpoint Management gl31 BUIEH
$d.
Active Directory 9 8?

Microsoft cj Central User Management System.ql &l2L v Login v Password v User Rights v Group Policy v Printer
v Shared Folder 01y QAR .

Endpoint Management %j 87 dsoll Desktop Laptop Mobile Tablet ATM PC O{U.lcj Central Management.
Whitelist 9 8?2 §5cl HYR gl AA.
Blacklist 3 87? 2wl cxqAl Ayl Block.

Restrict W2A? W Permission UgSl % GUoL.




Auditor g Y32

v Active Directory 8?

v Endpoint Management 8?

v USB Policy 8?

v Group Policy 8?

v Unauthorized Software Install &2l 8?

v Device Control 8?

"€35 Computer AL Il Acllclclladl (e UMY G{Soll Computers A % ¥RANY| QAR A Ul HSA."
Pen Drive olloll §la 8, U doll e AL Virus wu{l clsal ol 53 A% B

"Access Control oll W&l HIA Login olfl; A A UL otssl 53 B & User g 53 A Aal g otgl”

"GlsHl BH Strong Room ofl ALl €35 sl vitucnl dadl «tell, Acll % dla cBs, Database, Server sl
Firewall Bcll Critical Systems oll AU[As1R UQL WA UAg AR % HA HEA. RBI Level Il o1l HJul
Rgld A B ¥ €35 Useral doll 511 M2 %331 A2l % AU(@SIR JUUHL U, ol UMY Access S Il
QRAAA U Add WAz scUHUL 20"

5.1 Robust Defence Against Malicious Code
RBI Requirement

Build a robust defence against the installation, spread, and execution of malicious code at multiple points in the
enterprise.

1. GlsHi Al 1ot B gl (Multi-layered) YReul clarell Sl BSA 3:
e Malware (Virus) Install ol &5 5.
o Install A& %12 Al We2l Computers Hi FCALES o 3.
e Malware AlAcls] (Execute) 2A3 5 A USAL % Aol westdll aslaL.
Malicious Code A2@ 9?
Malicious Code A2@ sal oslol USUSAL HIS GollalcllHl AUIAA Software.
QU %: Virus Worm Trojan Horse Ransomware Spyware Keylogger Rootkit

UY[As Malware 12 A Computer Yl HaAR t 8 otell. A st o PURASHL WML Network Hi SCALeS 23
8.

Al RBI 53 B: "UIA Antivirus Y otell; €35 2R yal %33 8.
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Multi-layer Defence 3l Ala s 522

YUH ¥R Email Security- Phishing Email Block, o{losl *cl?, Firewall- Malware Download Block, Aol ¥R, Endpoint
Security-Virus Detect, Al ¥R, Application Control-Unknown Program Execute ol &2, yiuHl ¥R, Network
Monitoring.Malware oflost Computer Hl Sl l Alert

"Cyber Security oll &d HI2A Virus UsSclloll ol2ll; Virus ol Install UQL ot &cll Eclloll ol Felcl ULl Aesiccllall
a.ll

"5 Antivirus AUU{ olsal YA Avll Asd Al vAs YRau A WA Holla o Yral Ase ola B

5.2 Website Whitelisting
RBI Requirement
Implement Whitelisting of Internet Websites/Systems.

Asoll Computers UR HIA HR $CEl Websites % wetcll SR cislell Websites Block s2¢ll.
Whitelisting 3] 872 Whitelist A2@: M2 H%R Websites. GELSW, HRV RBI v NPCI

RBI ¥l U HL 8@» 8? YR Malware, Fake Websites 9l Download AL B.

"€35 Website Vlllcllo{l 2cldalcll Cyber Security of %l olofl 23 8.

6. Maintenance, Monitoring and Analysis of Audit Logs

Audit Log ¥ 8? Audit Log W2@A Computer M &cll Software ol Digital Diary 4 &lcll 8@.5&1@[8 el
Aul vl B 50l Login UJ? S2UR Login U? 9 53]? SR Logout U2j? S8 Password GLEGIL?

6.1 RBI Requirement Stakeholders AL UUL 53al ots5l 5¢: 52Ul Logs Aviclloll? S2cl UHA Yl Awcllotl?
sell Store $Rcllell? "% 3l oIS Cash Book AW B, Acll % JlA IT System Audit Log AW B."

6.2 Audit Log Analysis
RBI Requirement

Logs HI2 Auiclloll o8l Ul deoj (AR Analysis 524
RBI L 2l HI2 5& B? Log HLA Record Al A Early Warning System .
"Audit Log cllASUHL A AR % Aol (EHd B; o8l Al A HIA Computer ol St2AZL B."

6.3 Appropriate Logs

RBI Requirement €38 Device, Operating System Application, Database oll Logs AWM dl.Log M TR 2}11%9 Date,
Time Stamp, Source Address, Destination Address @Ci g eSA.

Auditor 9 dlUl?

v oLl Server Logs AUlE &?
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v Firewall Logs 8?

v CBS Logs 89?

v ATM Logs 8?

v Log Retention Policy 8?

v Logs U Ast U a¥?
v Log Review &l 8?

v SIEM Hl Logs %12l 8?
Directors MI12 H&ccloll AEal

"Gl$Hl CCTV Camera B2l Hoccloll B, IT System Hl Audit Log A2C % Hecclall B. ccTV R cclld B, »2UR
Audit Log (3(¥2c Yucl i 8.

"Cyber Attack Ugfl el udcl ulell Audit Log 8l B."

"Log <lOI? Investigation <l A2A FIR cldlR Weld dwd sal Rl clict 8.

"Malware o A5 Heccla] B, U2 %l A i€ lcll A dl dAal MuclHl Audit Logs Wl WG sl B."
As ARl Yuiuat Aga

**"Level Il oll l ([Qewdl dlsal "ylAlsa wudl AzewHiell ustol wal ojfgauoll de oletld 8. Malware
AU oGl YRe, Mo 1R Websites oll GUDL AR €35 (St ygall (Aurtellal Audit Trail - 4L
AR Hollad Glsal AR GHAL AR Ay UM lolld B."

L (Aot Level 1l Al Hscaypl (QewdllMisll As B. RBI A UL Cyber Attack 2stelall (A otell sdd],
U eHAl gl usl ds dacll Bsudll sl d2cll YA A 52l sl wd & (Cyber Resilience) Aotl UR
R 43 9.

U3l £, Directors U CEOs ol AL (Aewdl uHestaldl aud As dld %32 53l ASA:
"Cyber Security oll A& HIA gHAL uestacl odl; uRq gHAl A Al URL dlse] sLH W25 ol AU
UL % Cyber Resilience sll Y0 Rgid B.

7. Incident Response and Management

Incident Response ¥2A 9j?

Incident Response NEtel ?1&5‘1{@,[ Cyber Security Incident (°83-l % Ransomware, Phishing, Data Breach, Malware
Attack, CBS Failure clAR) ¢l IR A3 Yd@ulRd 2ol Yol det ual 0o stlaudl s

Incident Management Aed 9?
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Incident Management yeA:

o dalloll VW (Detection)

o eollofl QL (Reporting)

o gucﬂ AsA (Containment)

o of5lole] HERUSL (Assessment)

o [Rren gd:wlmd scll (Recovery)

o cfArauni $31 ol olal A M2 YURL (Lessons Learnt)
7.1 BCP/DR 3lal Cyber Resilience

RBI Requirement

BCP/DR Al AA dau 8291 % Cyber Attack udl ds Bsul Recovery $31 A% Aal Recovery Time Objective
(RTO) lefUIR Critical Services $3| 23 831 23. Recovery E2M2Ulol Data ¥ Security UQL Y&l 3l A,

ols WA A\ Business Continuity Plan (BCP) 3o\ Disaster Recovery (DR) Alowoll Sl AeSA ¥ o Cyber Attack
A Al

o JUESlal AL AR Al

o s st Bsudl s3 A3 AL,

e Customer Data YR(&ld 2@.

o CBS, ATM, UPI Bl Hecaty@l AciAl A UE oL,
BCP 9| 8?

Business Continuity Plan (BCP)

"olsa] slH SlEURl WRRA[AHL ol o aal Aol Aogotl.”
DR 9| 8?

Disaster Recovery (DR)

"y R [Frso s Al Backup Site Ul Acll 531 A3 sclloll caucaL”
Cyber Resilience g 8?

Cyber Security = §HC Au2slalcll

Cyber Resilience = Hcl Ugl ugl »sul Gedl ag

Recovery Time Objective (RTO)

RTO WeA: "ReH S2cll uHAHl %3 udg acll AgAz"
13




Recovery Point Objective (RPO)

RPO A2A: "dyHi dy 32cl Data ojHicll asta?"
"BCP A 51010 URe(l Alxell olell; A clsal el Auwcllell Aogatl B."
"Cyber Attack UtSl als J2cll aHaHl 53l Gell ala 8, A % Aell cyber Resilience olclld ®."

7.2 Third Party Vendor Coordination
RBI Requirement

ol Asoll IT Services Vendor {GULA @,rﬂ Incident ¥H Vendor A Al u@?-ll @Cﬂ &S Vendor Rl
olsal QL $3.

oA CBS, ATM Switch, Cloud & dl Data Centre Vendor R @a,c-ll Cyber Attack L2l R Vendor %i SQQ.,Bank %j
529,501 Slal 0L 53, o1y UdAl AV 8lg S,

RBI L 2l HI2 & 8?uR(l UCB Outsourcing 52 8.URL Incident &2l IR Vendor sl Bank L2 ojAclRl Ul 8.
510l S UGELR? 5L RBI Al %13l 5221? 513 Customer ol QL $A? Al Uy UBALL o185l 8l S
"Outsourcing Sl ¥UHAEIZ] cslR ¥l A2l cuoteldl N alsell o 28 B."

7.3 Lessons Learnt

RBI Requirement €35 Incident UeSl Auiell 9 2lluau? Aell AR Policy YRl €38 Cyber Incident Ul

(A Recovery 52l Yl stellugfl Ass s3aAx10Lg: 2l 31 U2j? LA 9 YURG? 3 ol vlal A M2 9
$4? Incident Review Meeting

Stakeholder Communication Incident U2 2019 ASCat 5[% R ESA;. Slol QL $2 c|? Board-CEO-CISO-IT Team-
Vendor-CERT-In-RBI-Customer

"5 Cyber Incident 3ls WALO QA ol8l, Uq As Wl Ws B. % WU Auiell vl A elldwauni Qe
afsulotel ol aglal.”

"Incident UgSl ALl 2l Ut 'SRl FURER?' o8l, U BN %3] ot Glal A M2 g 52" &l S SA."

AR ds A ol ¥ >l Incident SURA ot AL ARl ds A B % Incident UsSl 35Ul Recovery 53 o
axiell ol

Auditor 9 clUla?
IS Auditor AlHle IlA ol Ao{l it USIU:

v Incident Response Policy
Vv Cyber Crisis Management Plan

v BCP Document
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v DR Policy
v RTO 3al RPO AR &?

v DR Drill Al 87?

Vv Vendor Incident Reporting Clause
v CERT-In/RBI Reporting Procedure
v Incident Register

v Root Cause Analysis (RCA)

Vv Lessons Learnt Report

Vv Corrective Action Taken Report

"RBI Level Il ol L (Aewol wWURA As Heccty@l A2 MU B - Cyber Security o 3ilAH ce gHel
uestag % otell, U dsal Al A daur scll B ¥ ol guel alal Al ugl ALeslell Qad ot 2, Asell
Aaull Bsul 831 23 wad A €35 ueottdiall dllvllal elldra w2 ay uwed calcral Qell alal, wuL
ALAL AUl Cyber Resilience 8.

8. User / Employee / Management Awareness

RBI ol YUl 3d

"Cyber Security Hl2\ IT Department o{l »cllolEL3] olll. clsell €35 s1AEL, €25 WRsIF], €35 AA%R WA
€35 Director 3 Cyber Security ol B ewdller? @Cll RN

8.1 Encourage Reporting of Suspicious Behaviour
RBI Requirement

Encourage them to report suspicious behaviour incidents to the incident management team.

oy Al Brg(A (Cyber Security Culture) (Asatacll 1S3 ¥ Fui slFul sHAElA % 51 2AsiRUE uUesll
gl l A sl 42k ddl % Incident Management Team W&LCL IT Security Team ot 1L .

"Suspicious Behaviour" 2@ 9?
Al UL Udell B ULHLeRL ot AL
Gelsel
o Rl Email autadl.
o ARl Link UR Click s:¢cllell (Aoidl.
o CBS Hl AR Login.

e Password WA MEAES .
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o Computer Allels LI U .
e Antivirus oltl Y& .
o wQ(l usB Holl wuadl.
o IULESall WML HAUHLRL Transaction.
o ATM ML AAHA Y.
o Server Hi 32Q(l File olotcll.
RBI AL AL M2 53 B?

dQ(l cyber t2allll A3RMAHL olloll A B. %l 51U AR QL 53, dl W ofsAlet W28l 2. A S,
ueal QAR 3 "ul Al UM ot 8A" Al gHA 3l b

"ALRAGR YReuHl st sl A Rl olted o1efl; 2002 AHA 25l sl A ¥ AR Yeu B."
"ol dAHal 5855 WAMLA AW, Al Hleol ol 6L - cdRcl QL S."

"Rl caud As sHARAl wHaAUR WA WAl 2l dsa caiell ad 8.

8.2 Mandatory Cyber Security Awareness Programme
RBI Requirement

Make cyber security awareness programs mandatory for new recruits and web-based quiz and training for lower,
middle and upper management every year.

€35 otcll sHUIL H2 Cyber Security Training $2(F2Ul &<l Sl
A GURid €2 a¥ 533l M2 H2 Cyber Security Training 4l Online Quiz A<l

RBI 3L 2l HI2 53 8? Technology fclcl HEALA 8. Cyber Fraud ol olcll UG(A €2 a¥ aa &, uiu ay ol
Training A% 1L?<'[1 atell.

stall AL g 2lluiad?

e Password Policy

Email Security

e Phishing

e USBoll GUaloL

e Data Privacy

e Social Engineering

e Customer Information Protection

e Incident Reporting

16




Senior Management e 9?

e Cyber Risk
e RBI Guidelines
e Governance
e Business Continuity
e Vendor Risk
e Board Reporting
Cyber Security Week Online Quiz
e Phishing Simulation
e Poster Competition
e Cyber Awareness Session

well sHUR ay Uds ol
"Cyber Security 28 culcl 2lutclte{l oltotc ot&l; A Acdd 2utatell ulsau 8.
"olcfl 250l Bl Bsul cectal 8, Aecll & BsuYl Ul »aistl uel Uuse Al HSA."

8.3 Board Awareness
RBI Requirement

Board members may be sensitised on various technological developments and cyber security related
developments periodically.

ol§ A5 (3ol UHAAR olcfl 2500UA%) A Cyber Security oll olcll BWHL (AN HIEB Al w lellH
wudl.

RBI AL 2L HI2 58 B2 AR Cyber Security HIA IToll (ANl ot@fl. A Governance oll (AU B, Board WA 2021
UHXRL o 8L, Al 2092 (ARl |eS 2SI o8l

Directors o 9| %10l °sleSal?

e Cyber Risk Landscape

e RBI Circulars

e Digital Banking Risks

e Ransomware

e Phishing

e Business Email Compromise (BEC)
e Third Party Risk

e Cloud Computing
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e Artificial Intelligence Risks
e Cyber Insurance
e BCP/DR

€2 20l H(8x Board Meeting Udci 30 (AA24] Cyber Risk Update Udcl ScllMl LA 8. Becl QL H(@allotl
Cyber Incidents oldl RBI Circulars Pending Compliance, Top Risks

"Board WA IT of Technical Knowledge &ld %33\ o1&{l, U2 Cyber Risk AMsclloll aicl Sl vcic %33 B."
"%oll UHAML Cyber Security 3l U2 IT Investment 0180.; A Business Survival Hi Sélaej QSlQl 8.
Auditor 9 clUl?

Information System Auditor qHleL 3lA FERE

v Cyber Security Awareness Policy 8?

v ol $HAZNRACA Training ol Record 8?

Vv Annual Training Calendar 8?

v Phishing Simulation &l &?

v Online Quiz UL B?

v Attendance Record 8?

v Board & Cyber Risk Presentation VUMl 2 B?

v Board Minutes Hl Cyber Security Al GeAw B?

Vv Awareness Posters / Emails HsClA 8?

ucs 12 dllls Cyber Security Awareness Calendar

ada ugl

%laq%{lﬂ AHLH $HRARRA HER Cyber Security Refresher Training

HIR Phishing Simulation Exercise
%t Cyber Security Quiz
AR Branch-wise Awareness Programme

B4R Board & Senior Management Cyber Risk Session
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"Firewalls, Antivirus ol SOC 5215\ 3(A2le] AsLQL A A3 B, U s el sHURL As vldl Link UR Click
53l A dHId YRell ekl [Avgn oatic{l ad 8. Aell ReI Level ol 3ilAM Ao W Hecaydl A A
B ¥ AAGR Yrel WA 5ol Al oldl, uRd o)ct AU, Uds NawNo2 ol HUEAUR Board 6l %
Hosolcd Olal B."
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