Cyber Security Framework for UCBs-A Graded Approach

Level Il — Basic Controls

waMs (2dd) uestl sl (UCBs) HIZ cUlUS AULAAR Y&l HLOY (Comprehensive Cyber Security
Framework) — L{S51cll? (Graded) A(Ad1H

lRcla Rxd ds (RBI) sl ws2\eR 2018M1 YWa@s (2A33) uesl3l dsl (UCBs) HIZ HAe(cl (Baseline)
ALUAR YRall (AR WHAHT Ysall Yot Ut aul edl.

Rule UAA qHlel U YEuisetoll WUR RBIW A UCBs M2 "Comprehensive Cyber Security Framework"
UUAML Ysclloll el sl B. L UL Graded Approach (clolssicllr BEoLH) UR AR d 8.

UL WEIH F60 €35 UCB M2 ALRAGR YRallotll LREN oflAsil URUN A taulotHi A alssl s
Ll

o dsoll (3(®ect Ac (Digital Products) of YHIRL U AL,

o YsaQl yguellxl (Payment Systems) ALA Glso] ASIAL (Interconnectedness).

o AsHi HIBA 25e0A (IT) ol GUAIL WA Aoll cALU.

o Ols AN RJCUL AR YR&L AHHL (Cyber Security Risks) o HEUSoL.
Graded Approach ll Hu2l 3d

UL WL 3601 Al AMoll (B(Fect ActBlotl YsIR, AvAL Ul AU AR dAGLSSIAR Yy Mo ARAUR
Yrel el HUHAHL Yscll sRAFaLd 832

walld, gedl ay Bl A, el dy 2sellcdleyall Guallol, Al ay AU YRal ccul %331
8.

e "RBI&A dHIH UCBs HI2 Asuull A1l cd) 8 otell. ® ds Becll ay (S[pect Al
U B, doll HS ALAGR YR&lloll LRBN URL V2El % dY 555 AWML Al B. Ulal o
'Graded Approach' sdclla B."

o AL FHcAboll & MIA ARAHR GHAL u2stadlell oigl, URq UCBs Al Commercial Banks
B2l UBH U Y% oloilciclloll B Bl AEslAl (Aa snalleS & ua (S(F2c (5o
Y&l el




Baseline Cyber Security and Resilience Requirements for Level II UCBs in addition to
requirements for Level I UCBs

Level Il UCBs for this purpose mean all UCBs, which are sub-members of Centralised Payment Systems (CPS)
and satisfying at least one of the criteria given below:

o offers internet banking facility to its customers (either view or transaction based)
e provides Mobile Banking facility through application (Smart phone usage)

e isadirect Member of CTS/IMPS/UPI.

RBI Requirement: Qclél-ll AoSladl Ad-l AoSladl Ad] Usl ARt RscltairNee GURLd (1Al ctuiedl
RsataNoe cld) usal.

€35 UCB W A A5 wlHUER UESIZ [(AYsct 5 BN (Aof UE IS0 8lg %331 otell), B clsoll el
AU (Information Assets) ofl Yetl Hizoll o{l(A tlolld, Aoll WHA 52AA WA RBI GlRA AHUAR WIUCH
leldl Information Security ctell Cyber Security Aol®d MM YAolAle] UWetot Al Aol w3l 53,

"Cyber Security H12L 1T [Qetdle] stH otll. Ud S1& As S A Sl A B UHIL Cyber Security
clcReUle{l walloteldl A

doj yYuu stal:
e Cyber Security Policy daur scl
o ol AUHUA sRAA
o IT(Aeuat WA Asctat 89
e RBIa{l MM Cyber Security Guidelines of UlClatl $2Acld

Cyber Security Incident M st2lclgle] Ascat 54

Rl AesL3| AS\HL Cyber Security HIZ S¢S A5 WUHELR WEASIF ot el wareldl 2ure 3l el

w2l rRBI 58 B: "Everyone's responsibility often becomes no one's responsibility." AeA As wAsEla ure
wclloleldl Wucll 33l B.

For Example: ABC Urban Co-operative Bank i IT Manager o Cyber Security Officer 33 [a?gfrd gclH A Al
Aoll wauteelA:

v VA/PT $21clq

v Cyber Incidents Report $cll




v Password Policy daur scll

v Employee Training

v RBI Compliance

1. Network Management and Security

1.1.

1.2

13

Maintain an up-to-date/centralised inventory of authorised devices connected to UCB’s network
(within/outside UCB’s premises) and related network devices in the UCB’s network.

RBI Requirement

als WA Aol A AU BSIAAL AHIH U5 Devices oll Central Inventory 8Ll %1e53L. GlsHi
S2Cl: Desktop, Laptop, ATM, Server, Router, Switch, Firewall, Wi-Fi Devices 8 Aol %{LLQi L€l @Cﬂ ofleSl.
$105 % Mol WOR o ol 8lal 5 Network UR $2CL Devices SISIACGL B, cll Hacker Hle S1&5 uR]
Device %159 A0 ololl st2L. Example: Audit €A 2lel 1Qlcll HuR] WS o] Laptop &% URL CBS UL
RS1AG &, Boll 1A W oAdlAl. 2L W AwH B. " Roll Inventory &l Aej Security ualL otell."

Boundary Defence

Boundary defences should be multi-layered with properly configured firewalls, proxies, DMZ (De-
Militarized Zone), Intrusion Prevention System (IPS) and Intrusion Detection System (IDS). Mechanism to
filter both inbound and outbound traffic shall be put in place.

Aol 51RfeR A2abel el UAXR gHALYl YRABA Avtal MR 6§l (Multi-layered) Y&l
clcRUL Slell A A, AHl o{lAetl ULtlolloll AMLAA U SLESA: Firewall, Proxy Server, DMZ (De-

Militarized Zone), IDS (Intrusion Detection System), IPS (Intrusion Prevention System)

AA WA otslRel el (Inbound) WA KUElR %¥cll (Outbound) ¢ial UslRell Network Traffic AW
o HgR scll AU,

Ulooll Cyber Attack HUA Firewall &l w25l otell. ol As Y&l R [wsn A Al olly 2R gHA

U2sld. lal Defence in Depth SEclM ALA B, Ws U6l AsHl As olgl UG Aals YRal R &l
R}

GELSWL: R 3 Hacker Alse{l Website Hack $2cllall YA $2 8. AYUUH- Firewall dal A5 52 BD. %l
Firewall Y$l 2 cl IDS 2AsIFUE Y[ 0A B. 9l gHEl WA A l, IPS §HAL Rl % Block 531 &
8. %l Web Server Compromise &l cll, DMZ gHclal €BS Yl uslucl & otell. Ae@ UMY Core
Banking System ﬁ?@d 2% .

As o £clll U As o AlSlelR Amall Yau Adl o8, dsell cyber Security Hi als ASlELRA
WA Hollal 51U 52 D. Firewall UUH YRall B, Ud ilAH yau «1ll. s, 1Ps wal DMz Holla Glsal
ﬁ%(@ld olelld B. "Cyber Security Hl Al Hecclall Rgid B - Defence in Depth, AeA 3 As uyl As
Uals Y&l "

LAN segments for in-house/onsite ATM and CBS/branch network
3




Aso{l ATM R2He] Local Area Network (LAN) ¥l CBS/Branch Office o} LAN 3l % a2cl§ UR ol &ld
GENE "Cyber Security ol As HOG Rgld ® - 'Separate Critical Systems'. ATM el CBS ol UEDL
Network Segment Hi Aucltell As A Uell gHA olly Reu Yell uslAA «tel. 2 % Network
Segmentation o] H&ccl 8." olal HI2 AUAI-HUAIL Network Segments (WML VLAN Al Subnet)
oetlelellell 23

RBI AL U HIE 58 B?

ATM 3§ Public Facing Device 8. CBS Qsaj Wl Adeatlld (Critical) System 8. %l ATM Aol CBS AS %
Network U é%\, Al ATM UR A Cyber Attack CBS Qj,tﬂ uéhﬂ as B. Adl rel 823 8 ¥ ATM Network
o CBS Network %lLLQiU.@ VAL AV, el Network Segmentation sdclHL AW V.

GeLsR0L: @A % ABC Urban Co-operative Bank UL 10 Branches and 15 ATMs 8. %1 ATM 3ol CBS 3§ %
LAN UR 8l ('ﬂ, ATM - Switch > CBS Server,‘ﬂ S\8S Hacker ATM Hi Malware H\ﬂ 3,, l Malware
Al cBs server jSﬂ wslAl 2% . URd ol VA3 Segmentation 8l ATM Network (VLAN-10) >
Firewall = CBS Network (VLAN-20) Al ATM Compromise Al UBL CBS ﬂ?[ad 8.

UM GELERWL> A5 SRU2AML Emergency Ward 3o\ Operation Theatre 3§ % 3HHL AvcllHl dlelcdl
ol&l. 5120l ¥ Infection 3CUES 2%, A o A ATM Network el CBS Network JEIL AMAUML AL 8.

ATM A %182 Gualole] Hallol B, AR CBS Glso] €U B. vlolal A5 % sl AW A S M
UGIAYL AU B B, %1 ATM UR §HEAL WA Al doll AUUR ¢BS Yl ot UL, A 12 RBIA
Network Segmentation $(®B2lld olollcd] .

Information System Auditor Al Hlel A o{lAotl Yl 14]@9@.:
o ATM HI2 ¥EOL VLAN B?
o CBSHIZ WAL VLAN 8?
e Firewall 612l 6ial <A Access Control &?
o ATM Network &l A4 CBS Access U A% B?
o Network Diagram GUE s 8?
e Switch Configuration Hi Segmentation £ull2l 8?
ol L el ol 82, cl A Information Security Observation ¥ cll High Risk Observation ool 2% B.

2. Secure Configuration
2.1 RBI Requirement

Document and apply baseline security requirements/configurations to all categories of devices (end-
points/workstations, mobile devices, operating systems, databases, applications, network devices, security
devices, security systems, etc.), throughout the lifecycle (from conception to deployment) and carry out
reviews periodically.




2.2

2.3
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2.5

3.1

3.2

AlsHl GUAIHL Acllcl €35 IT Ultlol HI2 YRalloll AytiH LRBN (Baseline Security Standards) otssl
scll, doj EXcALASMU 5, Aoll UHEA 5 Wl UHAAR Aol uMlan sl %331 B.auHl uHA
ald B: Desktop Computers, Laptops, Mobile Devices, Operating Systems, Databases, CBS Software,

Internet Banking, Routers, Switches , Firewall, Antivirus, Security Devices,

Baseline Security }2@ 9j?
"5 Computer Al Server UG 5cll USAL doll Yraw Mol dyrim 33 AR atssl sl

BH olcll UL A3 $cll USCEL Checklist 8l B, A % Il olcll Computer HIZ URL Checklist &lcll
S5,

RBI L 2l HI2 5 B?

Bl Cyber Attack sl¢lUll Configuration oll 8[2@. Al 8. GELSR Ql: Default Password, Antivirus 6lt,
Windows Update ol 2@, Firewall Disabled, USB Port WL, 3llcll oitoll ¢/l Hacker HI2 M2l 3l
ool s 8.

Example: olc{l Branch Ml 10 elcll Computers I-LSC{lH'l vlleAl. % S¢S Standard Configuration ol sla dl
s Computer Ul Antivirus éﬂ, oflost 1l clét. NI Strong Password éﬁ, ollost 1l Admin/Admin é%\. L
sle(lR SwH B, W2 RBI $& B-"€35 Device HI AsAUJVL Y&l LREL &l S\l

Baseline Configuration Hl 9] g a?

i) Strong Password Policy, ii) Antivirus Installed iii) Firewall Enabled iv) Latest Patches v) USB Restricted vi)
Auto Screen Lock vii) Encryption Enabled viii) Logging Enabled ix) Default Accounts Disabled

Asui €35 Computer Y& Al Yl ot&ll; €35 Computer AsU A YA A A A, cyber
Security o] Al ulé, lw Y UTL?, Configuration 8. % A €35 Branch Ml Cash Safe Vault oll 32ClS
Standard élu 3, Adl o A e3s Computer e Security Standard an ofles."

What Auditor will check?

i) Baseline Configuration Document 8? ii) Review $2cl uHA ugdl wA B2 iii) Patch Management Policy
8? iv) Hardening Checklist 8? v) Configuration Approval 8?

Application Security Life Cycle (ASLC)

ASLC A2 QA U2 Software ol B, doll A3uldl A Aol GUADL A3 A Ul YUl €385 dusy
Security tRlletHL ALl

RBI Requirement

Development/Test 3ol Production Environment ALGOL 5[‘1[ AU, A Testing Ei’muld AULUL
Customer Data oll GU2lloL of $cl. %l 5cl U3 cl Data Masking 5. Software olellclcll U2 % Server
Gualoti Al & Aol dlsH ULEA Live CBS 6lal WAL Slall A,

RBI L 2l HI2 5 B?
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3.5

s Developer %ﬁg Live CBS Hl SLH 82 s olloll Programming @Lc't?.ﬂ 813\ Accounts UR WU UES
as,

Example: CBS Vendor olcll Interest Module UR SlH 52 8. %l %ﬂ‘g Live CBS Hl Testing 2 cll FD Interest
UIL?, Calculate U 2L%. Customer Accounts ¢13LS| 5. ALl USEL Test Server UR Testing ugdl Production
HL AHA.

Data Masking % 8?

Testing M2 ALAUL Customer Data oll UL ol $cll. GELSRNL- ALY ollH: Ganpatbhai Mistri, Account:
123456789123, Testing U2 ollH: Customer A, Account: XXXXXXXX9123, PAN- ABCDE1234F oed
ABCDE****F ulla\ Data Masking 58 B.

Testing HI2 AULsSoll ALA 32l LR cluRdl o1&l "Developer o Ll Test Server 8, CBS (Production)
Server 0151'.

Secure Coding
RBI Requirement

Software tlellelcl cwl Secure Coding, Security Testing, ( based on global standard) ¥la\ Secure Rollout
aq A SN, Software HIAL AA A2 Yd otell. A Hacker U YRAA Ul 8lg A&SA.

Secure Coding W2Q 9?

Program AWl W d o Security Rules @ UlGel $d). GELERML- WE Coding- Password Plain Text Mi
Store $2cll. Hli’;l Coding- Password Encrypt sl

o{lof GELERWL- User Input AS o $cll. U[RRUH- SQL Injection Attack.

A% GELSL- OTP Log File HI Gl Ll UL SIULH.

Security Testing- Software Live $? dl ll%C'l'l Ethical Hacker gl1 Ul¥.

Secure Rollout- ol Version eﬁq otll Branch Ml ysd o8, UdCL Pilot Branch ugl 1A (A Rollout.

"RBI o} ¥UR Hlold B ¥ Security by Design, Security by Default ¥l Security throughout the Life Cycle
Ulailac(l ASA"

"olcl uil VAl USEL BH Building Plan, Safety ¥l Security o{l sl s31A €A, Acll o {la
slcll Software A cll IT System o\ Live 5cll USEL doll Yauoll AYgl duwt scll %331 B. As ollsll
Configuration @Gl A &cll AUYR(&ld Coding wull Glsal Cyber Attack HI2 vjeell Y5l a3 8.

4. Change Management

4.1

RBI Requirement

"UCBs should have a robust Change Management Process to record and monitor all changes made in the
Production Environment. All changes to business applications, technology, service components and IT

6




4.2

4.3

4.4

4.5

facilities should be managed through a proper Configuration Management Process to ensure that the
changes are accurate, authorised and secure."

REL CBS, Internet Banking, Mobile Banking, ATM, Server, Network 3 aldl Wl IT Rr2HHl sRaHl
Ulcldl €35 3812 (Change) HI2 A5 YRR A wad AMA Ul Slcll HSA.

€35 38R Ao Ul elle % scl, doll AYQL WS AW, AU Ul Aol ustagll sl %33 8l Al
WE ] Version (Rollback) Glell asta Acll caczan guudl.

Change Aed 9?

Change W2 @ IT R HHL sRallHl AUlcldl SETURL $2512. GELSWL d33: CBS o old Version Install 52,
Interest Rate Parameter O{E,C*tcﬂ, Firewall Rule O{E,Gtcﬂ, Password Policy O{EC*tCﬂ, Server Upgrade S’x’Cj,
ATM Software Update 52, Mobile Banking Ml olc{l (it GRR(l, Database Configuration e (], il
olY Change sdclll,

RBI L 2L HI2 $& B?

alQ(l clutct Cyber Incident Hacker oll 5128l o1&l U A[AUA A Change oll 5128 tlal B.AS olloll 32512
ugl Al dsal U2 53l A3 B. AUl RBI 53 B: "SIFURL Change Q] cat?, udlal sal dotR
wdcll 13l cdlRk GUAdL (Production) Ml ot "

GELSWL 1 - CBS Vendor 3l FD Interest o] Parameter G1€R]. Testing sl caR eﬂg Live 831 élg
URRUH: 813 FD UR Wllg cll¥ EL3R]. Customer Complaints AL<(l. Manual Corrections $2cll Usall.
s Change Management Process ‘éld, Al Al gqa uesl sl 8l

GELSRML 2 - IT Engineer A Firewall Hl As Rule 513l oltu2ll. Aell 512Q Internet Banking 018122l vicd
g ol ul oliell et M2l cyber Attack olofl a3,

GELSREL 3 - olc{l CBS Version Install 52 cll USCL Test Server U2 Testing, User Acceptance Testing (UAT),
Management Approval, Backup, Rollback Plan slall S,

Change Management Process

€35 Change HI2 o{lAell UILAL Slall A SA:

Step 1 — Change Request, %12 21l HI2 %33| B?

Step 2 — Risk Assessment, Aol %j WA UA?

Step 3 — Approval, 20192 AR s1{l 13l

Step 4 — Testing, Test Server UR Q?’l&lQl.

Step 5 — Backup, °((°'n Data ¥lal Configuration all Backup.

Step 6 — Implementation, GUILHL WHA.




4.6

4.7

4.8

49

Step 7 — Verification, 6lY] 2192l A WA B ¥ o8l dell AW

Step 8 — Documentation, 3251201l AYYl Record.

Configuration Management %j 8?

Configuration Management A2 dsell IT ReUMUL 9] Installed 8, 53 Version a B, 53 Settings 8,
Asll Ayl A U2 Record AvAl.

G&lé?Ql: Server-01, Windows Server 2022, CBS Version 11.3, Firewall Version 5.1, Antivirus Version 8.2, Wl
O{’tj Configuration Management oll UL B.

RBI "Integrity of Changes" 21l R 58 ©?

Integrity W2@ 3512 0o A YA B ¥ olgl? 5 Uotlgd 3281 U2 oYl. 5& Malware Install 23
o¢l. 516 Security Setting Disable U¢S &l

Auditor will check-

Change Management Policy 8? Change Register 8? Change Request Form 8? Management Approval 8?
Testing Report 87? Rollback Plan 8? Emergency Change Process 82 Change ugl Post-Implementation
Review Ul 8?

Remember: "IT @2 MMl €35 3812 YR clld Ad %33 o1ofl; WAl $512 vl dsal yedellui ysl
Ay B

"Production Environment S1&§ U2llolalow «1fl. &l Mol AYLl udlagl scl Aol R YAl $81L
o UHAML Hsall A"

"Change Management oll 28] M1 Software GLEAC o12ll, U2 €35 $251Ra YA&ld, QAR AU
ExcllA® sl A WHAHUL Y B."

“olgHl Uol(Rlgcl IT Change A Uel@sd otQusla cacslR Becl % diel2 A B."

"No Testing - No Change, No Approval - No Change, No Documentation - No Change"

5. Periodic Testing (AR d Yreau ulawy

5.1.

Periodically conduct Vulnerability Assessment/ Penetration Testing (VA/PT) of internet facing web/mobile
applications, servers and network components throughout their lifecycle (pre-implementation, post
implementation, after changes etc.). VA of critical applications and those on DMZ shall be conducted
atleast once in every 6 months. PT shall be conducted atleast once in a year.

"SlEUQL IT ReM AYud YA&d otell. M ¥l otcll Ya virlall (Vulnerabilities) 20t 8.
Al Rafd udlaw sda vi{lal ucl U yHAUR R sl %37 B."

Vulnerability Assessment (VA) o\ Penetration Testing (PT) el dslelet

8




Vulnerability Assessment (VA) Penetration Testing (PT)

A WAl GulloL s3la gHAL s B & olgl doll ustugll

yrele(l vl 20 B 32

Scanner ¥l Security Tools oll
Ethical Hacker s21 slaell udleta

Guallal
sl vl 82" "l WiHloll clet @l Reenui udal Holl ade”
Diagnostic Test Practical Attack Simulation

VA A2A SIs2R slRl ARl duwd s3lal ofladl .
PTA2A SlseR sll dudd ¥ aul ol decll sie(lR 8 ua Asuell 32d ofslet US Ad.
olso{l MM Internet Facing Website, Mobile Banking App, Servers U Network Components 01 AHAAR VA/PT
$:d.
o ol RreH 23 sl Udcl
o RRed uHaHl Ygu ugl
o M2l ¥R ugl
o UHIY PclolUs £l
Critical Applications 3ol DMZ Hi 8¢l RizeHo] VA €2 6 H(&al JNOIML WY A5 cAvd 54,
Penetration Testing (PT) ALY OLHL ALY As vl 5,

¥ Wltoll drid Hecayol IT RreMoll RaMd yrat durt sAcdl. Wid s34 Internet Banking,

Mobile Banking, CBS, ATM Switch, Web Server, Firewall, DMZ Server, i %%Gﬂ YRE&ll vl yHAAR
aludl.

o<l Cyber Vulnerabilities £231% 20t B. B YA&d ALl R 6 HEell ugl slurll wofl as.
Aell As duld Security Audit sl Yl otell.
"VA/PT W 5o [(AAMd Health Check-up ®. AHAU dUWl 5220 dl W3l cyber oll1dl uesicll astaL”
"Hacker UG Vulnerability 208 d Udcl 3uud 20tll deSA, 3 % VA/PT oll &) B."

5.2 CBS-ASP RBI Requirement: UCBs having their CBS on a shared infrastructure of an Application Service

Provider (CBS-ASP) shall get their CBS application including the infrastructure hosting it subjected
to VA/PT through the CBS-ASP.

%l CBS S8 Application Service Provider (CBS-ASP) oll Shared Infrastructure U2 &l %laCj 8l

dl A cBs Application ol Hosting Infrastructure 01 VA/PT CBS-ASP gl setqq‘ °o’32r]. 8.
9




5.3

5.4

5.5

«lQ(l UCB Wlclle] €BS Ulcllell Data Centre Ml Uclclcdl «t&ll.d CBS Vendor ol Data Centre UR AUQA B.

Acll ($2UHL CBS Vendor A CBS Application, Server, Database, Hosting Infrastructure, O{U.lcﬂ VA/PT
s3lcld %331 B. outsourcing 52Ul clloleld] AL Ul otell. Yreauell vilAn wauneldl dsell o
& 8. ABC Bank ] CBS XYZ Technologies =il Data Centre UR ALA B. Vendor VA/PT $2UA @.uéq a
Report Bank ¢ll Board el IT Committee UH &L Y acl 1A, €BS Vendor WA &lre ?.la.Cj sl dl uet
Cyber Security oll ¥ cllel] A dsoll o 2 B."

Application Security Testing: Application security testing of web/mobile applications should be conducted
before going live and after every major changes in the applications.

alc{l Website ¥ cll Mobile Banking App Live $cll uddl Security Testing S dl. et Upgrade ugdl 8ﬂ
Security Testing 52<(l. BEL80L: ol<[l Mobile Banking App i UPI Module GRRcllHl U], A HlY Live
$q o 8l. USCL: Security Testing, VA/PT, User Acceptance Testing (UAT), udl o Live $d.

"Testing cOLR Software o\ Live 53¢ 2@ als A5 sAl cdR sk Ul
Vulnerabilities 01 Remediation: The vulnerabilities detected are to be remedied promptly in terms of the

UCB’s risk management/treatment framework so as to avoid exploitation of such vulnerabilities.

VA/PT £2002et HAC Wil yHAUR §R 5cl. Mol Report dalR sl Yl otell. uell olsl
VA/PT cl 521A 8, UQl Report Drawer Hi H$l & B.RBI 5& 8:"wllHl 2ucl Yl «iell, Al yurell
uel %331 ]."

"VA Report Ycis o1&l ¥ AesHi 1-151 £852:; A Action Plan 8."

Professionally Qualified Teams: Penetration testing of public facing systems as well as other critical
applications are to be carried out by professionally qualified teams. Findings of VA/PT and the follow up
actions necessitated are to be monitored closely by the Information Security/Information Technology Audit
team as well as Top Management.

PT L2 Qualified Ethical Hackers gl2L % $32Llcld. RBI L 2l HI2 $& ©? Penetration Testing ¥l Wclcl
Technical 511 8. Aajelcl <1 Testing s cllell vtl2AL 8L 12, vilal [Arsy u1d, R2UA ofslel QL
aes aud.

ugdl 9 s9?

PT Report-> Information Security Team = IT Audit Team = Top Management - Compliance - Closure
What Auditor should check?

VA Report 8?2 PT Report 8? Reports $2cll YAl B2 Critical Vulnerabilities ¢itl 2 cllHl AL{l? Closure
Report 8? Board/IT Strategy Committee ¥ H&l 2% UES? Vendor slL $AAE VA/PT Report GUcol &?

VA/PT ol AYQl Flow

Website / Mobile App / CBS = Vulnerability Assessment (VA) = w20 Hofl > Risk Rating
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(Critical / High / Medium / Low) = Remediation = Re-testing=> Penetration Testing = Management
Review > Closure

"VA/PT A Compliance HIell W] otaﬂ; d Cyber Attack %{la&i lau (Insurance) 8. cul 3@21[011 gl-chl
UHAUR $AACL VA/PT glL aesicll asia 8.

"Cyber Security Hi &l Uxq 14 Vulnerability 2ticlle] 8; Al Y 514 Hacker §HAL sl Ul
ajslel GRULY 52cllo] B."

"VA 3Rl Bl Al B, PT dclld ® ¥ Hacker A WHloll WAWR GUAL $31 A% B ¥ olel"

RBI H12L VA/PT Report Hiold «1&l; RBI A UBL %A B % Report Ml £20Acll €35 dlellR widl AHAAR
g2 scllul wcll B ¥ ol

User Access Control / Management
RBI Requirement

Provide secure access to the UCB's assets/services from within/outside UCB's network by protecting
data/information at rest (e.g. using encryption, if supported by the device) and in-transit (e.g. using
technologies such as VPN or other standard secure protocols, etc.)

Alsoll dHIH IT Wtell, Qe Al A Actillell GUAL Ase(l Bigell (Internal Network) A&l sl
(Remote Access) Sl Al R MBS AYLIud Y& @ A W2 Ao Yrail el aldl
A,

Rl Yyrau A dla sl «37l B:

(A) Data at Rest: % 1Bl Server, Desktop, Laptop, Mobile & cll Database Ml Aaldd (Stored) 8.
(B) Data in Transit: ® HUSl As &Rl ollost uR HWscAe 28l B.

Data at Rest 2@ ¢?

B UURAl slcd %iis "usl" ® (Stored B) Aol Data at Rest & ®. GELSW: CBS Database, Customer KYC,
Fixed Deposit Records, Loan Files, HR Database, Backup Files, Pen Drive, Laptop Hard Disk

RBI 9 58 8?2 ul MUl Encrypt 52 <(l.aald % Laptop ARLE 1L, Al UL S& Data cliA] ot ub.

"Locker ARLE A Al ULl %l Alcll ot da Al YAl YA&t 23 B. Encryption UQ B[Fec AsR dlq)
R

Encryption W2@ ¥? Encryption W2A Data o Al elrMl 3cl 2l % UL Authorised User % clill

3. GELRNL: Original- Balance = 15,25,000 Encrypt 22l US|\ X7@4F#K92AB76... 6 WA S o2 818
il AsA A8l

Data in Transit 2@ ? As woUAYL ol oA Hsclldl HUE L. GELEQL: Branch->CBS Server
WYl Customer Mobile 2 Internet Banking—> CBS ¥ alcll ATM - Switch CBS

11




RBI 2 HI2 58 B? %\ Data 22cllHl Encrypt ol 8lal cll Hacker LA\ Data A3 3. ULl Man-in-the-
Middle Attack $&<llMi A 8.

GELERMQU: AULES Mobile Banking 53 8. %1 Connection Secure ol 8l cll User ID, Password, OTP, Account
Number 61t Hacker &5 3.

VPN W2@ 9J? Virtual Private Network- Internet GUR olelldc{l Y(&lct vitetd(l 2.

GELSRWL : CEO e A6l CBS Access 53 8. %1 Alul Internet Ul Login 538 cll SuH.%l VPN slL Login
2 cll B}l Communication Encrypt AlA. AU HLeA Internet UiC'C:ﬂ a8 8 dl ven Welld Qj?&llC{l(ﬁl
vy Hl

Secure Protocols W2@ 9?
UlY[Els YA&ld communication Standards.BH ¥ HTTPS, TLS, SSH, SFTP, IPSec, VPN

RBI L 2l HI2 58 B? WX Hybrid Working, Mobile Banking, Internet Banking, Cloud Services, Vendor
support cltll a2l B. w8l Login UQl YA&A &g HSA.

What IS Auditor checks?

Laptop Encryption 87? Database Encryption 8? Backup Encryption 8? VPN Policy 8? Remote Access Log
87? TLS Certificates Valid 8?2 HTTPS clURl2 8? USB Encryption 8? Mobile Device Encryption 8?

Best Practices

Full Disk Encryption, Database Encryption, BitLocker, VPN, HTTPS, TLS 1.3, SSH, SFTP, MFA, Auto Session
Timeout, Remote Access Monitoring

HAlHlA @LC*ﬂ: Laptop Encrypt 01?.0., Database Plain Text H{, VPN cl2(2 Remote Login, Password Email gLl
I-HSC—{CH, Public Wi-Fi u¢ll cBs Access, Customer Data USB Hl Copy sl

"Bl A cutc AUl ay SwHHl Sl d—>A12 A AR 8l Ual U A As gAY ol
g RUA ¢ | 8lat. RBI 6l RA[AHL Yau $RAPaALA ololld B."

"Encryption W2A [3(B2ct cld]. Laptop AR A, Hard Disk WlclleS 2%, U Encryption &la cll @Al
YA 3 D"

"VPN clolR 3R Internet U2l CBS Access 529 3l VcEll 7 Al 32U A8 Alcal B B."

Asofl Wl Budl AuR &a cash o1&, Ud Data 8. A&l Data YA&ld Awig A Asoll yaun
FUHELR B."

ALE RAulclle] YAU: "3E + 2A Rule"

Encrypt - Every - Everywhere
e At Rest - Encryption
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¢ In Transit - Encryption
¢ Remote Access = VPN + MFA
7. Authentication Framework for Customers

7.0 RBI Requirement

UCBs should have adequate checks and balances to ensure (including security of customer access credentials held
with them) that transactions are put only through the genuine/authorised applications and that authentication

methodology is robust, secure and centralised.

71 ol Acll YA WA UAo{cl Customer Authentication System UUAML Yscll SSA ¥ B

e M2 UL (Genuine) ALES % Ulcllell MLAHL YA 531 3.

o HA dsoll U (Authorised) Mobile App UUcll Website HIR§A % cRLASIR U .

. DLLéQO'll Login Credentials (User ID, Password, MPIN, OTP Clﬂ%) Q;R@ld ?5.

e  UMIL Authentication W2l 3osllal (Centralised), [Qae{lal wal Y& Sl

7.1.2  Authentication A2Q 9?

7.1.3 Authentication W2@ 815 cAlscl VRWR A % Al B ¥ o8l Aol B cutell viddl saue{l ulsau.

UL AGEHL: "B cAl5el Login 53 B A WRWR Ul Ales ¥ B ¥ oldl doll usiugl sl A

Authentication."

Authentication oll J{lHlo2L G&lé?@.- JLéS Internet Banking i Login 52 c?-lla.’, Customer ID, Password,
OTP Al 2B HeAL US| % Login UL % Authentication 8.

Mobile Banking Uil MPIN, Fingerprint, Face Recognition ¥l ULl Authentication .

7.1.4 Authentication ¥l Authorization cl2o{l adsladd

Authentication

dn sle o2
vllaue(l ustuel

Password, OTP

Authorization

d g sdl asl 812
U@ sl ustg(l

Fund Transfer, View Only AR

GELSRNL: Login USN U = Authentication , X5 LUl YLl RTGS s2cllo{l 13| = Authorization

7.1.5 RBI "Checks and Balances" 2ll Hl2 S% 8?

HIA Password UR R AW Yl otell. As scll ay YRall xR &lal AU, GELEWQL: Strong

Password, OTP, Device Binding, Risk Based Authentication, Session Timeout, Transaction Limit, Behaviour

Monitoring
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7.1.6

7.1.7

7.1.8

7.1.9

7.1.10

7.2

7.2.1

7.2.2

7.2.3

Customer Credentials 9 8?

3).[@80{1 At l-llférﬂ: Customer ID, Login Password, Transaction Password, MPIN, OTP, Debit Card PIN,
Biometric, Security Questions. ¥l ¢ltl HBl AURld YAAA A wumdl %33l B.

RBI AL 2l HI2 5 B?

o Login Credentials AR A dl Fraudster Login 83l %l?s, ﬂm glod %R 53l %l?s, Password (L€l %l?s,
Loan A8S 23, A&l Credentials o{l Y28l vol % Hecaydl 8.

"Authentication oll & UL Login $2Aclclloll ol&fl, U2 ULAL AES % Login 53 doll MLl sclall
élll

"Password Rl A2QA AULes ololl ¥d otel; 6l als 2cdRe{l UMW UstU B S
Robust Authentication ¥2@ ¢?

RBI Robust A2A H¥0{cl Authentication 85 8. Al @6' 2[3, Strong Password, OTP, Multi-Factor,
Authentication (MFA, Device Binding, Biometric, Risk Based Authentication, Transaction Authentication
Centralised Authentication ¥2@ ¢j?

Asell dHIM Digital Services HI2 As % Y2A&Ld Authentication System 8lcll ASA. GELSWL: Internet
Banking, Mobile Banking, Corporate Banking. GlULML AWEADL WAL Login System ol 5[41 A,

RBI Requirement

Implement authentication framework/mechanism to securely verify and identify the applications of UCB
to customers (Example: Digital Certificate).

A} Acll cucraul sell ASA ¥ tes UL vl 821 ad 3§ wuwR w3l dsoll s website
UUcll Mobile App oll % Guallol 531 26l 8.

RBI 2L U 12 58 B?

WUIFSIA Hacker A5 Rcll o 2ullcdl Website tlollcll 2 B.GEL60QL: ULY www.abcbank.co.in W@

www.abcbank-secure.com &S dslalcdl AH A o2l

Digital Certificate 3 8?

Digital Certificate Y12@ Website o} Digital Identity Card. BHULHUR 1§l calscto{l ot AL, AH
Digital Certificate 3l Website ofl 20w &AL

HTTPS ¥lal Lock Symbol

Browser Hi® Lock Symbol Ao\ https:// %1 Eullal cll Website WA AlHLoA LA Hlo SSL/TLS Digital
Certificate él?-l 8. dell wel:
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http://www.abcbank.co.in/
http://www.abcbank-secure.com/

e Website o{l 3oL UslAUHL uLc]l B.
o Browser ol Website dl2Asll Data Encrypt &l 8.

7.2.4 What Auditor should check?

MFA W HAHL 8? Password Policy H¥0{cl 8? OTP ﬂ?@d 8? SSL Certificate Valid 8? Expired Certificate
l otll? Customer Credentials Encrypt AAd O? Failed Login Monitoring &l 87? Brute Force Protection

87? Session Timeout 8? Device Registration 8?

Authentication Flow - Customer - User ID-> Password—> OTP / Biometric> Authentication Server>
Successful Verification 2 Access Granted

Website Authentication Flow—> Customer Browser—> HTTPS Request—> Digital Certificate Verification>
Certificate Valid—> Encrypted Connection = Secure Banking

7.2.5 "Authentication A2@ AULsSo{l N ute{l USIUR( el Digital Certificate W2 A clso{l W uto(l
UstAR(L"

"IlLes ols UR [Qaid 52 B, Uud Uddl wldll scl ASA ¥ A wRWR dsell ¥ Website A& cll
Mobile App AU AslAA B."

"Cyber Security Ml QU (Trust) 26€ Yl o1ell; €35 wauoll AstAR (Verification) %331 B."

"RBI oll &) ML Ussoll Wt AUstAUclloll otell, U Aes Ul wldIl 83 2d ¥ A WAl ds wd o
ASIAA 8. A2A oia d?SGﬂ Wl (Mutual Trust through Authentication) °&3ﬂ 8.

2Rl AR5\ Authentication el Authorization &l A % UL B, AR A ;UL B:
e Authentication = "d} Q.Ql ol" (Identity Verification)

¢ Authorization = "dHal 9 sclloll 1-1"(51 YR (Permission/Access Rights)

8.1 RBI Requirement

Subscribe to Anti-phishing / Anti-Rogue Application services from external service providers for i'dentifying‘
and taking down phishing websites / rogue applications. decll 3ecls anlHl Hletewdte(l dl$at B[S

Phishing Websites ¥lo\ Fake Mobile Apps sl2L 485 28l B. A&l rRBIA il [A2AAQL $AF2ALA clolled] B,
8.2 6% Al QA Cyber Security Service Adl KSR ¥ @
o soll ollN cotlalcllHl WA A5l Website (Phishing Website) 20l 2U3.
o Asoll ollN cotlalcllHl A A5l Mobile Apps (Rogue Applications) 20l 2U5.
o ALl Website wecll App ol sl Aecll :sugl oltl (Take Down) 52Ul 23,

8.3 Phishing Website AzA 9?
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8.4

8.5

8.6

8.7

8.8

8.9

8.10

Phishing Website 3 Wl sl Website ® % ULAL Asoll Website Bl o tuilal 8. GeleW: ULRAL
Website: www.abcbank.co.in Fraudster ¢1olldl: www.abcbank-india.com A& cll www.abcbannk.co.in

WU cll www.abcbanksecure.in, &S AL 3 Wl AU Website B.

Rogue Application A2@A gj?

Rogue Application e dsel ?J{[af;d Mobile Banking App Rl tulldlotscll Mobile App. GELSRAL:
Google Play Store ¢1&LR APK File SQ HISAAUHL AUAIUSS Aol Install 8%, ugdl user ID, Password, MPIN,
OTP, 0{’::1 Fraudster W u&eﬂ .

Anti-Phishing Service % §2?
L Acll AL Internet UR Aclcd AL 52 B. A AW B:

o Osoll ollA 818 olscll Website 8?

o SN dsoj Logo U B?

o 5l&S Fake Mobile App tlollc?] 8?

o 5l& Domain JUESIA BcARCl HIE Register U B?
RBI UL AL W2 58 B?

U%ell UHAHL Hacker Glsoll Server UR HEL AL 52 B.cdoll UEA JYLdSal BAR B.512QL  ALesA
BARq 6ls Hack scll scl AR B.

GELEWL : ABC Urban Co-operative Bank ol ARl Website www.abcbank.co.in ®.Fraudster www.abcbank-
help.in ololld 8. Google Search Hi Advertisement . ALES Ul Login $3. Customer ID, Password, OTP,
oY Hacker WA 2.

Anti-Phishing Provider g 591?

Website %-ﬂ'd.@., Risk Analyse 82@., Registrar o\ Notice J-HSC{%I Hosting Company a 8@&[6 82@., Website
oltl 52U\, Vol Take Down Process 5& 8.

Rogue Mobile App Example: Fraudster ABC Bank Mobile.apk atHell App ololld B. Play Store ®&lR
WhatsApp al3U HsA D. JLES Install 52 8. A ugl OTP, SMS, Password, O{E:i Hacker WA 12l 8.

Anti-Rogue Application Service ¥ §3?

Fake Apps l&L. Play Store Monitor 5. App Store Monitor . Fake APK 20L&l Google a Report 2. App
Remove $2U4.

RBI "Take Down" 2l H(2 8% 8?

16



http://www.abcbank.co.in/
http://www.abcbank-india.com/
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http://www.abcbank-help.in/

HoL Website 20Ul YRl atell. A ol ugl s2Lacl A, 2l dy AH2 Website AlG &9, A2l
ay Ues BRI
8.11  What Auditor should check?

IS Auditor q&s%\: Anti-Phishing Service Al ®? Fake Domain Monitoring &ALl 8? Brand Monitoring Al
87? Fake App Detection Ul 8? el dHl 52cl Fake Domains HURAL? B2CL oltl §ACAUL? Incident
Report 8? Customer Awareness Campaign Al 8?

"2l Hacker Aol (ARSI ASA oel; A ds Bl 2uilcll Website lotlcllal desal Qs A3 B."

"ARAER Yreall M Wdlell website YA Awcell Yol adl otell. internet UR AUURL oI S oiscll
Website 5 App ALC 28l otll Aol At EuRu uel Aecll & 33l .

"Phishing Website 2ltlc(l A yaH WaLE B, Ud dal Bsul sl s21cld (Take Down) A % UL cyber
Security ]."

"olgoll €cllsl UR ASLER AW Yl olell. %l 88 caulsel clsell it AN o otscll 2wt vilcll & Al dal
Ul et oltl s21elcll Ul. Internet Ue{l Phishing Website ¥lal Rogue Mobile App 3 lcll % 'atscll A
élll

ool UHAHL ARAHR Y&l HIA Firewall Yl HaAUR cd ot2ll; Internet UR Glsell olld vl UlAslo] 28101
59 uel Aed % ¥33 B."

9. Data Leak Prevention Strategy
9.1 RBI Requirement

Develop and implement a comprehensive Data Loss/Leakage Prevention (DLP) Strategy to safeguard
sensitive (including confidential) business and customer data/information.

A} Acll calus Data Loss Prevention (DLP) Strategy dallR 53| ual WHAHL Yscll ASA ¥ Bl dlsall
oluefla U AAeatllcd dat slFurl Aa AR, cls s wadl wa@lgd calsa Yol uslA o8l

9.1.1 Data Leak %@ 9?

Data Leak 2@ &lsoll oluollal Ml dsoll wslR Wat@gd A uslll wcll. 2 wdAl sprelyds
VUl ARLAL UBL B8R %t ks B.

9.1.2 DataLeak 3c{l qlA u&S A3?

Email gL, USB Pen Drive al3l, WhatsApp @l3L, Personal Gmail UR LQSC‘ﬂa., Cloud Storage (Google Drive,
Dropbox A\R) &L, Print 5L&la\, Mobile Camera &l §l2l WS, Hacker glRL, e sHAUR &Ry,

9.1.3 Sensitive Data ¥2Q ¢?

Asoll WA 32l 3 B WslR Al dl AULes], s wecll RBIHER diellR slwu Gle) .
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9.14

9.1.5

9.1.6

9.1.7

9.2

GELERQL: Customer Data- ollH, WILUIR {64, PAN o{6?, HIGUBA oltlR, URelly, KYC Documents, Account

Number, Transaction History

Business Data- Board Agenda, Audit Report, Inspection Report, Loan Sanction Notes, Interest Rate Strategy,
Password Policy, Internal Circulars, Cyber Security Reports

Confidential Data- Passwords, Encryption Keys, Server Configuration, Firewall Rules, Network Diagram

RBI L 2l HI2 53 B?

W% Hacker oll Hu| éq: Data is the New Currency, uQﬂ AWl Hacker Ul otel ARAl UBL Customer
Database A3\ 12l 8. US| Black Market Hi A 29, Phishing 52 €9, Identity Theft $2 59, Loan Fraud 52 &

Example: A5 $1A3| Loan Accounts o{l Excel File Wclloll Gmail UR ©R slH $all M2 HIsA B. doj
Gmail Hack &S 212l §%13\ JUL&5lell Data Internet UR L[l %st2l.ullal Data Leakage 58 .

Data Leak Prevention Strategy Hl % élq el ?

1. Data Classification: ¢Ltll Data ol C{D[[Sgd 53 BH 5: Public, Internal, Confidential, Highly Confidential
2. Access Control: o\ X3 8lad Aol % Data Xlall HA.

3. Encryption: Data Server UL Store 8l2L UR Encrypt scll.

4. Encryption During Transmission: Email, VPN, HTTPS, SFTP al3L Hscal.

5. USB Control: USB Pen Drive ¢itl 2utcll.

6. Email Control: Sensitive Data Personal Gmail U2 Hscll ot 2Lslal.

7. Printing Control: Sensitive Documents ol Printing Monitor s,

8. Cloud Control: Google Drive, Dropbox, OneDrive, U2 Upload oll {3 (20 s2¢]l.

9. Monitoring: Q@ 52l Data Copy s2A[? 31@ Email 502 31@ Download 212 O{Q Monitor 8?@.

Data Leak Prevention (DLP) Software 9| §3?

%\ 51¢5 13| 1000 Customer Records USB Hi Copy sclloll Yl 52 cl Software clRcl Block 53l 2al.
% $\&f PAN Data Email 621 61812 HISA cll Alert Generate 29\,

RBI "Comprehensive Strategy" 2Ll R 85 8?

HIA Software W3lecuell siH O‘lél' AA. Policy, Technology, People, Training, Monitoring, Audit, 0{%4 Holla
DLP 0o\ 8.

Vendor Managed Facilities
RBI Requirement

Similar arrangements need to be ensured at Vendor Managed Facilities also.
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9.2.1

9.2.2

9.2.3

9.24

9.2.5

9.2.6

10.

10.1

o Asoll ITRex Vendor, CBS-ASP, Cloud, Data Centre, l31 A udl slal Al Ul URL Data Leak
Prevention o{l AHlol ezl slcll eSA,

RBI AL U HIE & B?

Outsourcing U AU HER] Y31 Ul otell. customer Data Vendor WA Sl URL Aofl yrew e
ols % AAGER B.

Example: CBS Vendor ULA 10 AW Customer Records 8. Vendor ol sHUZ1RA Data Copy 531 €l
HAGELR SQ1? RBI AR W§ UQL SCUHER 8.

Vendor Agreement Hi 9 &lg sleSal?

NDA, Encryption, Access Control, Audit Rights, Data Backup, Data Deletion, Data Return Policy, Incident
Reporting, Cyber Security Audit

What Auditor should ask?

DLP Policy 87 Data Classification 8? Encryption 8? USB Block 8? Email Monitoring 87? Cloud Upload Control
8? Vendor Ul DLP 87? DLP Alerts Monitor &2l 8? Data Leak Incident Register 8?

DLP Process

Sensitive Data—> Classification—=> Access Control=> Encryption = Monitoring = Email / USB / Cloud Check =
Leak Attempt—> DLP Software Detect—> Block—> Alert—> Investigation

"logoll AHAUL Asoll Al Yeaualot AUR deoll suRA ¥ s6{uR ogl, URd alleslall 32t B."

"ULRAGR Y8l WA ML Hacker ol Asq otgl; dlsell 32t vllel slanl of st dofl widdl sl ugl
Aecll ¥ Heaydl 8.

"§ Customer oll LR o161, PAN Ul HGUBA ol6lR UL Cyber Criminal HI12 Alellell ay Budl &l
a¥ .

"Outsourcing 531 sl B, Ud ¥ AUHELI] Outsource 531 AsLl ot&ll. Vendor WA JEAL Alesall 32t
ueL dsell o waloleldl B

ALE 2Avtclle] YA

"Protect Data, Protect Customer, Protect Reputation."
Audit Logs
RBI Requirement

Capture the audit logs pertaining to user actions in a system. Such arrangements should facilitate forensic
auditing, if need be.
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10.1.1

10.1.2

10.1.3

10.1.4

10.1.5

10.1.6

10.1.7

10.2

10.2.1

Asoll M Hecelyel IT RReHHL duRIASARA (Users) sl scHl wA €35 Heayel gl
(User Activity) o{l 2ctldAUA L it (Audit Log) LAl A5 %l @AMl 81ES Cyber Fraud Al
Cyber Attack &L, Al AL Audit Logs oll AR Ao{l AUl (Forensic Investigation) 53\ als(2L.

Audit Log ¥2Q ¢?

Audit Log W2 @A 511? S22 52Ul Computer UR1? 9 53?2 Aol WWRAU dAR UAL 2518. "Audit Log A
IT Qe uell BB2c stadl (Digital Diary) ®."

Audit Log Ml %j slaA? GE[@QQ[- Login, Logout, Failed Login, Password O{E,Gtcn, Customer Account °6-’1C:{,
Transaction SQCﬂ, Loan Approval, Interest Rate O{E,Gtc-ﬂ, User Creation, User Deletion, ATM Switch Access,

Database Access, Firewall Configuration Change, etc.

GELSRWL: Date : 10-07-2026, Time : 10:15 AM, User ID : BMO0O1, Branch : Paldi Branch, Activity : Cash Credit
Limit Approved, Amount : 10,00,000, IP Address : 10.20.15.18, Status : Successful, 34l % Audit Log 0.

RBI 2L U 12 5& B?

%l Fraud &2l L Al UBAL st Yol B: 518 532 sk 53f? saliell Login €>j? sl User ID &l &3j?
B2CL cllod URj? L Gl wcllol Audit Log Higll HA B.

Audit Log Sl Sl _AWaL?

CBS, Internet Banking, Mobile Banking, ATM, Firewall, Router, Switch, Database, Windows Server, Linux
Server, Active Directory, VPN, Email Server.

Forensic Audit 3 8?

Forensic Wa@A ALAGR dJolloll dsildls AU BH Crime Scene UR Fingerprints dWAAHL A B A %
A cyber Crime Hi Audit Logs cLUAAHL U B.

"Audit Log ¥ Cyber Crime 9} CCTV Camera 8."

"CCTV claR AR Al Y23t 8l B, Acll % A Audit Log <91R Cyber Criminal 20Ul AL
AR B."

Log Retention

Audit Logs 323Gl AM Yl Awcll? A Policy UajUR olssl s24. Rl A5\ Regulatory Requirement YHIGL
AN B,

RBI Requirement

An alert mechanism should be set to monitor any change in the log settings.

% 5185 (s Audit Log ol Settings Hl %512 53, Wl Logging ¢ltl 52, AAcll Log Delete sclloll
Yol 8?, Al dRcl Alert Generate &l ¢S,

RBI 2L U 12 5& B?
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10.2.2

10.2.3

10.2.4

11.
111

11.1.2

Hacker of YaM $1H 9] 8la? Uldlletl YUall (Evidence) o2 scllatl. Al Hacker Log Delete $2 ®.
Logging ¢ltl 52 9. Log File e B.RBIS& O Ullq AlA dl ARel Alert Al \eSA. Example: s
Administrator Logging Disable 52 O, AU R IT Security Team ol Email HISA B. A& SMS Alert AL
.

Alert RU2 Ll S SA?

Logging 6ltl &L, Log File Delete UL, Log Size W UlolS e, Time UEQ, Log Retention Policy (LECLL,
Audit Configuration LECL2L, SIEM ol GI{?ROL W2l Al SIEM (Security Information and Event
Management) AWUR . SIEM 6ltll Logs WS %A1 AL $2 8. Wal ASRUE deall AL Al dcl Alert
A,

What Auditor will ask?

Audit Logging Enabled ? Logs Tamper Proof ®? Logs Delete 531 2lslA? Failed Login Logs &? Admin
activities Log Ul &? Log Review Al 8? SIEM 8? Log Retention Policy &? Alert Mechanism 8? %j Logs ol
Els wacl RaBd wHlew a &2 Critical Events UR Alert 2UQ 82 HACL Alerts UR AHAUR st
alaA 8? Audit Logs oll GUL9L Fraud Detection 3ol Cyber Incident Investigation Hle A B?

"Audit Log A asell 1T @.%81{01 CCTV Camera 8. Camera 6itl 89|, Recording % adl, A :uéloua llucll
yodct olofl 3"

"Cyber Security Hl Al HUscloll YAcl Audit Log ®. Al Aal YA&ld AW A Aol WA N Asi
ol Al Aol Al Twuw AvLcll %33 B

"ol Hacker Wl USCAL S8 clrd ol2 5clloll Yol 53 Al A Audit Logs ®, 51201 3 Aul dell Jetlell
yral sla 8.

"Audit Logs HL2L Record 0180.; d Cyber Security 01 Evidence, Monitoring Tool ol Investigation all
ULURIAL B."

Incident Response and Management
RBI Requirement

Put in place an effective Incident Response Programme. UCBs must have a mechanism/resources to take
appropriate action in case of any cyber security incident. They must have written Incident Response
Procedures including the roles of staff/outsourced staff handling such incidents.

Cyber Attack 4 ¥ ol&l d 2uuRU sluHl otell, udq gHAl gl ugl wud 32cll 3sudll ua
AUASRS A wlAae A SlA A duRlL sLUML B. AL % Cyber Resilience oll ALULR 8.

€35 UCB Ul Cyber Security Incident Response Programme slall s\,

ol 5l&5 Cyber Security Yol olal, l ols WA
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11.1.3

11.14

11.1.5

11.1.6

o Rd stlaugl salell cacrRau Al WA,

o %33l A (Resources) BUAG Slell B1ESA.

o QM Incident Response Procedure (SOP) 8lc{l 515,

o 50l g $Q Aoll wawelR U Sl A,

e Vendor A&cll Outsourced Staff oll % cllolELZ1A ULl otssl sl Sl HeSA.
Incident ¥2@ 9j?
Incident WA SlSURL Al teoll B Asoll HBA, RreH waal Actoll YU UUR 5.

GEL&WVL: Ransomware Attack, Phishing Attack, Malware Infection, ATM Hacking, CBS Server Crash, Data
Leakage, Internet Banking ol UES °o’Cﬂ, Unauthorized Login, DDOS Attack, Customer Data Theft, etc.

Incident Response A2A ¢?

Incident Response A2Q Cyber Attack 42Ul Ul 35U, cAc@Ad wa (AR A A ofsutet uatsclell
UlB2L. "Incident Response W@ 1oL ALdAL Ugl Rl a8l URd Fire Drill Y%¥0l slH $2d."

RBI 3L 2l HI2 58 B?
gl Gl8l WA Firewall, Antivirus el Security Software 8l2l 8. URq) SHEAL &l RUR:
o slol [ula A
e 5l Vendor al $lol 59?
e RBIal 510 %10l $9?
e CERT-In ol 50l Report 53\?

Aleslal slel HUEAl 2uudl?

a assl atell @q w(ll RBI 88 ®: "Attack USEl dull AvQL." Written Incident Response Procedure. 35
s WA dncll sop aldl AL

Incident Response Programme oll 6 clG{551

1. Preparation (d3)- gHAL AL A Udel daul. Policy, SOP, Incident Response Team, Contact
List, Training, Cyber Drill

2. Detection (ancrw{)- Incident o{l 3O SQCﬂ, @ELéQQL- Firewall Alert, SIEM Alert, Antivirus Alert

Customer Complaint

3. Containment (@ElﬂQl) Attack 3G o8l A HI2 AU RreHa Aol sl Infected
Computer o Network Hi&l Disconnect $2¢ll.
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11.1.7

4. Eradication (1 HUl &R SQCﬂ)- Malware £ $d. Password Reset sdll. Security Patch aouadl.
5. Recovery (%31 812Rdl 52)- Backup Restore $cll. CBS 31 213 5. Internet Banking UlE} 5cll.
6. Lessons Learned (2(lutd)- L gHAL 31 22> efdwi 3l A wesiadl?

Incident Response Team (IRT)

Ml AHLeA JlA: CEQO, IT Head, Information Security Officer, CBS Vendor Representative, Network

Engineer, Legal Officer, Compliance Officer.

"AURAGR gHAL AHA YL W RwH gHAL o1&l U dleRLe (Panic) 8. Incident Response Plan
seriea [ARd 2 8.

" ol gHAl UdAl daulil 52 B, A guell ugl Bsugl Gell ug a3 B

11.2 RBI Requirement:

11.2.1

11.2.2

11.2.3

11.2.4

UCBs are responsible for meeting the requirements prescribed for Incident Management and BCP/DR even
if their IT infrastructure, systems or applications are managed by third-party vendors/service providers.

o Asol IT @&61-{, CBS, Data Centre 3{2dl Applications S\& Vendor AAUAA 5l @21, Al URL Incident
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Vendor Agreement Hi 9 &lg lefal?

Incident Reporting Time, 24x7 Support, Escalation Matrix, BCP Testing, DR Drill, RTO / RPO, Cyber Incident
Notification, Audit Rights, SLA

What Auditor will check?

Incident Response Policy 8? Incident Response Team 872 Incident Register 8? CERT-In Reporting AUl 8?
Cyber Drill &l2L 8? Table-top Exercise &l ©? BCP Test UL 87 DR Drill ULl 8? Vendor SLA HU Incident
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11.2.5 Incident Response Flow

23




11.2.6

Cyber Attack—> Detection—> Incident Declared—> Incident Response Team Activated—> Containment—>
Investigation=> Recovery—>CERT-In / RBI Reporting—> Lessons Learned—> Improved Security Controls

"Vendor WA €BS &2 stclallell waloleldl Y2l adl otell. RBIoll oto? Aesell dal ual cl($al
Acll 12 (A wcllolel?] dlsell Board el Management o{l % & ]."

Incident Management, Business Continuity o\ Disaster Recovery 2 iAH walloteldl dsell o 223 8.

"Prepare Before the Attack, Respond During the Attack, Recover After the Attack, Learn for the Future."

"ALRACR GHEAL uestacl A B; U gHAl UaAL ugl sudl Qew ug A o ARl Cyber Resilience
g."
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