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RBI (Urban Co-operative Banks — Digital Banking Channels Authorisation) Directions, 2025

UCBs HI2 AlAid AR — Hecalywl Y&l

L Directions URAML 5Lt AHIH Urban Co-operative Banks (UCBs) o clo] Ud & Wal Internet Banking,

Mobile Banking clel Wo2l Digital Banking Channelse{l Authorisation el Operationa QAd s B.

Wl Directions 1 %o ll3], 20268l UHAMUL A B.

Digital Bankingal clus 3l o{lAetl A YsRHl (Qeuld sl ud 8:

A.

View-Only Facility
ollesl ol Aell YA Al a3 :

e Account Balance %8 25%;
e Account Statements Racll %L%;
e W2 Non-Transactional Information andl as.

Fund Transfer, Loan 3¥{adl Fundse{l Movement ul AsMUAE e Sl& Transaction s2cllo{l 1-l°(i‘1

&l

Transactional Facility

Ollégl Digital Channels Hl?Esa Financial Transactions 831 2% 29, QU
e Fundsell Movement;
o U Banking Services

oll AHLAL WA B.

Board-Approved Digital Banking Policy

Digital Banking Services lLﬂ usdl €35 UCB WA HIH Digital Banking Channelsal ALct3l Al
Comprehensive Board-Approved Policies 3ol Procedures élcﬂ MCETER )

PolicyHl vt 3ol o{lAo{l citotcdl wiedl Adl AN

e Regulatory Compliance;
e Technology Risks;

e  Cyber Security;

e Operational Risk;

« Digital BankingHi&ll Bgcld Liquidity Risk;



e Outsourcing / Third-Party Technology Risk;

e Internal Controls; ol

e Customer Protection.

Board3l 3l Controlse{l Effectivenessell AHALAR %U-ﬂ&ll sl HSA.
View-Only Digital Banking R Eligibility

UCB View-Only Digital Bankingo(l %i[aﬂl Ul ok B, %l

a. CBS elqgiu@ Implemented alay; al
b. Public-Facing IT Infrastructure™l IPv6 A &H sl

otcll View-Only Facility 213 scll HI& ol3:
e Board Approval QOIC{C:{;
e Gap Assessment and Internal Controls Adequacy (GAICA) Assessment Si’(‘i;

o Facility 23 s2clloll (el latell Atdluell 30 (2 auell 2i€2 GAICA Report
RBI®\ PRAVAAH H12§A Submit 5¢{.

L cc@Ul RBIo{l Supervisory Scrutinyal vUtllol 234\

Transactional Digital Banking — RBIo{l Prior Approval

UL HHIL Frameworko({l A& l-lécd.hjgi Regulatory Requirement ®.

ucB RBle{l Prior Approval (Qett Transactional Digital Banking Facility 213 53 s crlé].'.

Application PRAVAAH l-llQSa Board Approval ol %aﬂ Supporting Documents UL Submit sclle{l 39\

Eligibility Conditions

A% o{lAoll ctaum ARAl Yl scll %331 B:

@  cBS+IPv6

. CBSci %{LLQCL Implementation EiaCi 5[% LAGENE

e Public-Facing IT Infrastructure Ml IPv6 Traffic Handle $? cle{l &ML 8l A,

@  CRAR

o I Uscl Minimum Regulatory CRAR Requiremento] ULClol U @.Ci A5,

@ Capital / Net Worth



Licensing Requirements {%'0L L3 USAl Minimum Paid-up Capital / Net Worth 3{&cll 50 8515,
Auil % ay &la, dedl sM WoUGetl sttausla avell 31 WA &Ll HNeSA.
@ Financial & Technical Capability

ols WA YRdl:

e Financial Resources;
e Technology Infrastructure;

e Skilled Manpower; ¥a\

e Ongoing Maintenance Capability

glallell WAl Al AL,
ApplicationHi o{lAsll (Aot UAA Sl ASA:

e Estimated Set-up Cost;
e Maintenance / Upgradation Cost;

e Fundse(l Availability;

e Cost-Benefit Analysis;
e Proposed Technology;

e Third-Party Service Providers; Ul

e Skilled Personnel.

@ Strong Regulatory & Cyber-Security Record
os W

e Satisfactory Regulatory Compliance;
e Sound Internal Controls;

e Satisfactory Cyber-Security Compliance;

8ld A,

Ay Hi, UGt A allUglaA cell IS Audit ReportsHi 5\& Major Adverse Observations ol &lcll
¢S, CERT-In Empanelled Auditor gl2L Certified GAICA Report UBL %’3151 .

5. Approval HeL 6llE

U scll? RBIGlRL Transactional Digital Banking HI& Approval AUUCUHL WA RURMIE UCB dHIH USLRell
Digital Banking Channels GUctotd s2(cll a3 ®.



B Sl& Asal UGB 51¢5 As Channel M2 Approval HAG &l2L, dl Additional Channel 23 $cll USC
A Channel HI2 A4l Eligibility Conditions Y&l sl usal.

olcll Channelo(l Requirementsa w3l A Fresh GAICA Report Board gl2l Channel 23 gcllall [ae,ia
Acllaul Le 30 (8 aoll (e RBIAL PRAVAAH MIR$A Submit 5cll USA.

6. Technology & Cyber-Security Requirements

Digital Banking Y3l WSl UCBsA ollAotl AU @lo] Usl RBIs{l Requirementse] Aclcl WEHat $q
usal:

e IT Outsourcing;

e Digital Payment Security Controls;
¢ Information Security;

e Electronic Banking;

e Technology Risk Management;

e Cyber Fraud;

e Basic Wa Comprehensive Cyber Security Frameworks;

Fraud Risk Management.

Directions WAL $3la\ RBIoll Information Technology Governance, Risk, Controls and Assurance
Frameworko{l o0l Slotaltesxa ucBsll Digital Banking Operations ﬁiﬂ QxR ®.

Board-Level Message

Digital Bankinga HL2LIT Project A3 °8’1<}1 sl eSA O'Lél'.
A o{lAatl [AlAY Risksa] Aot B:

Technology Risk + Cyber Risk + Operational Risk + Fraud Risk + Liquidity Risk + Customer Protection
7. Customer Consent & Transparency

Digital Banking H12 Sl&5 Jll&Sa\ Register A &UCll De-register 5cll USAL UCBU Asll Explicit Customer
Consent Aniclcll wal Aol 2092 Record HlAclcll %331 B.

Terms & Conditions:

o UXe;
o UOU ALMUHL;

vucllofl 239, wal s Sl Ui



English / Hindi / Local Language Hi 3UUcl 185, AHl 22Ul ol Ao{l cdtotcdlell HURAL Slell s\

e Charges;

e Stop-Payment Procedure;

e Helpdesk;

e Grievance Redressal Mechanism;

e Customer Responsibilities; WA

e Risks and Liabilities.

8. Digital Banking L85l UR g(¥ald 53 sl o8l

U A ARl l-lérqli\Qi Customer Protection Provision 8. UCB el S¢S Banking Facility naaal 1
Digital Banking $2(B2lcl olotlcll 25 o8l

BELERQL 313, HIA Debit Card M&UCIL el Banking Service Rlclell HI2 LSl Mobile Banking /
Internet Banking Qcllo{l $2% US| 2519 oi&l. Digital Servicesaj 51¢5 Compulsory Bundling ol 8lq &,
ueo(lell sl Ales WA » 2189

9. Transaction & Fraud Risk Controls

UCBs 201921 Risk-Mitigation Controls UL $cll BeFA, P AHLA AL -

e Per-Transaction Limits;
e Daily / Weekly / Monthly Limits;
e Transaction Velocity Limits;

e Fraud Detection Checks; U
e W2 Risk-Based Controls.

%| RBI AU S5 Payment-System Operator %X % NPCI / Card Networks g(31 Yy 558 Requirements
otssl scMl wlcll 8l Ul dY 555 Requirement GILIY US.

10. Customer Protection & Accessibility

UcBsA o{lAs{l allotcdlle] WAat 59 UsA:

e Customer Protection Provisions;

e Unauthorised Electronic Transactions 319\ Liability Rules;

e SMS / E-mail Alerts;

e Persons with Disabilities Hl2 Accessibility Requirements;



e Digital Personal Data Protection Act, 2023;

e Information Technology Act, 2000;

e FEMA Requirements;

e KYC/AML/ CFT Requirements; o\

¢ Payment and Settlement Systems 0{®lcl Requirements.

11. Third-Party Products
JUL&S Digital Banking Channel™l Login sall ueﬂ, Bankell Digital Banking Channels UR Third-Party Products
/ Services £2llacll BEA olgl, Ralal 3 RBIGlRL Wi URclletdl tucHi el 8lat. L slataes
ALY Cross-Selling el Customer Exploitation A HécC{ILQI Customer Protection LL'& ws 9.
12.  Board HI2 YUl Action Points
(AR Board 6l $cllMl Lol stcugl

Digital Banking Policy

dHIH Channelsal a3l Adl Comprehensive Policy 1-i°(2 sl

Transactional Banking

Prior RBI Approval Anadl

CBS

CBSci %.{’L;LQ‘L Implementation ﬁ@.@d CRL|

Public-Facing IT InfrastructureHl IPv6 Support ﬁ@@d 8?@

IPv6

Capital Applicable CRAR clell 250 $31S / Applicable Capital Threshold Y@l s2cll
Cyber Security Cyber-Security PreparedneSSOﬂ i‘U—ﬂ&LL sl

Cyber Security Cyber-Security Preparednesso{l %{1-[18{[ sl

GAICA CERT-In Empanelled Auditor WAl Certification ﬂ(ﬂch

IS Audit UOUGelL 2 Al 818 Major Adverse Observation ol 8l A YAElA 52
Technology Technology Capability, Cost e\ Scalabilitys] Assessment $¢]

Outsourcing

Vendorse(l 20192 Due Diligence Wa Oversight sl

Risk Limits

Transaction / Velocity / Fraud Limits aissl scll

Customer Consent

Explicit Customer Consent Ancdl Mal Record At clcl

Customer Protection

Alerts, Grievance Redressal U Liability Rules Qj[a@d sl

Accessibility

Persons with Disabilities H|& Facilities Accessible tlotlclcll

Data Protection

Confidentiality 4ol DPDP Acte] Compliance Qj@@.d $q

Review

Digital Banking Risks e\ Controlse{l AHald? AHlaw sl

2 sHl

1. View-Only Banking

CBS + IPv6 - Board Approval - GAICA - 30 (2 dHl RBIQ Intimation




2. Transactional Digital Banking

CBS + IPv6 + CRAR + Minimum %50 315 / Applicable Capital + Technology Capability + Satisfactory Cyber/Security
Record + GAICA - Prior RBI Approval

3. Approval HuL olLE

UCB clHLH Digital Banking Channels SNET 531 2% B, 1—(?(1 Continuing Compliance el 82@?4[(( 3.
4. Customer Choice $2(¥aUld &

Digital Bankinga Va2 Banking Services A Compulsorily Bundle 531 sl o8l

5. Cyber Security fclcl SUHELR] &

Approval i-l(ﬂcj A Y(Satell vidt otel.

IT Security, Cyber Security, Fraud Controls, Audits el Risk Managementaj Aclcl ‘MCRCLQQ ol Monitoring %Qﬂ
8.

6. Board Accountability l-lécqligi R

Board Digital Bankinga H(A Technology Initiative 3% otel uéq Business Risk ¥l Governance Issue {313
R RS,

RBIoll (AOLH:

“Digital Bankingo{l 33| ML R % Ul ASA >R ucB WA YRl capital, Technology, Cyber Security,
Internal Controls %la. Customer Protection Mechanisms GUG oY 5[31 — b{a Ul dHH Gaquncﬂ Ucd
Effectiveness Ml Board %S cllGLELR 23.”



