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o Cyber Fraud (AR BARMS)
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e Shell Company Fraud
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Transaction Monitoring System
Multi-Factor Authentication (MFA)
Suspicious Transaction Reporting (STR)
Employee Awareness Training
Cybersecurity Monitoring
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e Customer Due Diligence (CDD)
e Enhanced Due Diligence (EDD)
e Beneficial Ownership Verification

5812 3 AUUAML Y59,
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e NoPAN Wlcldl

e High-risk customers
e Multiple linked accounts
e Dormant accounts
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b) Transaction Monitoring System (TMS)
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e Round figure transactions

o  Multiple small credits

e Dormant account activation

e High velocity fund movement

o  Multiple beneficiary transfers
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c) Suspicious Transaction Reporting (STR)

AsRUE 2leddsActoll HUSL: Financial Intelligence Unit — India o AUl $(F2auld B.
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MuleHunter.Al glRL ALl %i@{[ad 19 Behavioral Patterns

1. Rapid Inward-Outward Transactions

VLML UL el Ugl Rl % transfer U %d.

Example

250,000 credit - 5 A[A2H( debit.

2. Dormant Account Suddenly Active

Aol dH2 inactive account RALelS IR transaction Sl AL\,

3. High Velocity Transactions

25l UHAHL ¢ Ul transactions.

4. Round Figure Transactions

210,000 / X50,000 / X1,00,000 %<l fixed amounts.

5. Multiple Small Credits


https://rbihub.in/projects/mulehunter?utm_source=chatgpt.com

YUBW olloll credits YEL AYEL accountsHil vl

6. Immediate Fund Layering

As accountHigll olost Was accountsHl 35U funds .

7. Multiple Beneficiary Addition

&8l UHAHL YR beneficiaries GRR L.

8. Same Device Used for Multiple Accounts

As % mobile/device Ul WS accounts ULl

9. Shared Mobile Numbers

«lQll accountsHl same mobile number.

10. Shared IP Address / Geo-location

s o location/IP ul multiple logins.

11. Frequent UPI Collections

UPI collect requests alL frequent fund movement.

12. Unusual Login Timing

A AUl abnormal timing UR transactions.

13. Sudden Increase in Transaction Volume

B RALelS transaction amountHl Hl2l ARl

14. Frequent Cash Withdrawal After Credits

Credit 3lcAl US|l dRdl cash withdrawal.

15. Account Used Only for Pass-Through

Balance maintain $ll <912 HIA transit account 3% GUAL.

16. Multiple Failed Authentication Attempts
Repeated OTP/password failures.
17. Emulator / Virtual Device Usage

Virtual Android devices A cll emulatorsell GUA0L.

18. Frequent Change in Device or SIM

clRcll? mobile/device/SIM HECLCLL.

19. Suspicious Network Linkages



Accounts Al hidden relationship:

e Same beneficiary
e Common introducer
e Same address

e Similar transaction chain

iii) Al Patterns 3c(l 3l WO &2

MuleHunter.Al:

e Historical fraud data URell (W &
e Normal customer behavior ol suspicious behavior compare 53 O

Hidden mule networks 208 &

Risk score generate §2 &

Example of Al Detection
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« Dormant account A(5 &2:1
e 20,000 oll 25 credits lcll
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o Same device WYl 12 accounts operate AUl
dl Al dat:

“High-Risk Mule Activity”
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e Suspicious accounts P»suUl WOW B
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Al l Rl Risk Review ¢l

) Pre-Onboarding Checks 5§ oloilclc(l
Wl WAL USAL:

e Device verification



e Mobile verification

e Geo-location checks

e Liveness detection

e Face match technology

GUAdL sall UR AR Hsll ©.

g) High-Risk Transaction Alerts

Aoslal Al WUR L Alerts ol Risk Scoring System WUHMAML Yscllo] SSUHL ] B.
Wi s3la:

Shell entities

Fake merchant accounts

Cryptocurrency linked transactions

Cross-border remittances

GUR ol? 2Auiclloll Y Asll B.

h) Real-Time Intelligence Sharing

RBI, 14C, FIU U Law Enforcement Agencies CERE

(14C = Indian Cyber Crime Coordination Centre)
e Real-time data sharing
e Fraud intelligence sharing

clcleUl o sRaUHl il ¢l B.
14C 2l M2 olollelallHl uLcR)?
URdHl Bsudl adl ¥l

e Cyber fraud

e Online scams

e Phishing

e Digital arrest fraud

e Banking fraud

e Social media crime

e Ransomware attacks

A Ascll HIZ dos ALY 14cAUNA 53 B,



14C sl Mule Accounts
1Ry As1Go2 AR:

e Suspicious account tracking

e Fraud network mapping

e Real-time alerts

e Inter-bank intelligence sharing

sIH SCUHL A B.
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9. Employees e Accountability
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e Improper account opening
e Weak KYC
e Fraud facilitation
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o UARU 2loBsActel AAAA ¥

e Commission M2 account operation ol $q 5120l ¥ 1Jc AsIGeHl AUAA Al AR ULL slAEUR-(
stlaugl g a3 B.

e OTP, PIN Mcl Password S22 AR o $2cl
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